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Safety Instructions

Safety Instructions ¢ English

A WARNING: This symbol, &, when used on the product, is intended to
alert the user of the presence of uninsulated dangerous voltage within
the product’s enclosure that may present a risk of electric shock.

ATTENTION: This symbol, A when used on the product, is intended
to alert the user of important operating and maintenance (servicing)
instructions in the literature provided with the equipment.

For information on safety guidelines, regulatory compliances, EMI/EMF
compatibility, accessibility, and related topics, see the Extron Safety and
Regulatory Compliance Guide, part number 68-290-01, on the Extron website,
www.extron.com.
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Instructions de sécurité ¢ Francais

AVERTISSEMENT : Ce pictogramme, N lorsqu’il est utilisé sur le
produit, signale a Iutilisateur la présence a I'intérieur du boitier du
produit d’une tension électrique dangereuse susceptible de provoquer
un choc électrique.

ATTENTION : Ce pictogramme, &. lorsqu’il est utilisé sur le produit,
signale a I'utilisateur des instructions d’utilisation ou de maintenance
importantes qui se trouvent dans la documentation fournie avec
I’équipement.

Pour en savoir plus sur les régles de sécurité, la conformité a la réglementation,

la compatibilité EMI/EMF, I'accessibilité, et autres sujets connexes, lisez les
informations de sécurité et de conformité Extron, réf. 68-290-01, sur le site Extron,
www.extron.com
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Sicherheitsanweisungen ¢ Deutsch

WARUNG: Dieses Symbol A\ auf demProdukt soll den Benutzer darauf
aufmerksam machen, dass im Inneren des Gehauses dieses Produktes
geféahrliche Spannungen herrschen, die nicht isoliert sind und die einen
elektrischen Schlag verursachen kénnen.

VORSICHT: Dieses Symbol A\ auf dem Produkt soll dem Benutzer in
der im Lieferumfang enthaltenen Dokumentation besonders wichtige
Hinweise zur Bedienung und Wartung (Instandhaltung) geben.

Weitere Informationen Uber die Sicherheitsrichtlinien, Produkthandhabung,
EMI/EMF-Kompatibilitat, Zuganglichkeit und verwandte Themen finden Sie in den
Extron-Richtlinien flr Sicherheit und Handhabung (Artikelnummer

68-290-01) auf der Extron-Website, www.extron.com

Instrucciones de seguridad ¢ Espanol

ADVERTENCIA: Este simbolo, &, cuando se utiliza en el producto, avisa
al usuario de la presencia de voltaje peligroso sin aislar dentro del
producto, lo que puede representar un riesgo de descarga eléctrica.

ATENCION: Este simbolo, &, cuando se utiliza en el producto,
avisa al usuario de la presencia de importantes instrucciones de
uso y mantenimiento estas estan incluidas en la documentacion
proporcionada con el equipo.

Para obtener informacién sobre directrices de seguridad, cumplimiento

de normativas, compatibilidad electromagnética, accesibilidad y temas
relacionados, consulte la Guia de cumplimiento de normativas y seguridad de
Extron, referencia 68-290-01, en el sitio Web de Extron, www.extron.com.

Istruzioni di sicurezza ¢ Italiano

AVVERTENZA: |l simbolo, &, se usato sul prodotto, serve ad avvertire
'utente della presenza di tensione non isolata pericolosa all’interno
del contenitore del prodotto che pud costituire un rischio di scosse
elettriche.

ATTENTZIONE: |l simbolo, &, se usato sul prodotto, serve ad avvertire
I'utente della presenza di importanti istruzioni di funzionamento e
manutenzione nella documentazione fornita con I'apparecchio.

Per informazioni su parametri di sicurezza, conformita alle normative,
compatibilita EMI/EMF, accessibilita e argomenti simili, fare riferimento alla Guida
alla conformita normativa e di sicurezza di Extron, cod. articolo 68-290-01, sul
sito web di Extron, www.extron.com

Instrukcje bezpieczenstwa ¢ Polska

OSTRZEZENIE: Ten symbol, &, gdy uzywany na produkt, ma na celu
poinformowacé uzytkownika o obecnosci izolowanego i niebezpiecznego
napiecia wewnatrz obudowy produktu, ktéry moze stanowic¢ zagrozenie
porazenia pradem elektrycznym.

UWAGI: Ten symbol, &, gdy uzywany na produkt, jest przeznaczony do
ostrzegania uzytkownika wazne operacyjne oraz instrukcje konserwaciji
(obstugi) w literaturze, wyposazone w sprzet.

Informacji na temat wytycznych w sprawie bezpieczenstwa, regulacji wzajemnej
zgodnosci, zgodnos$¢ EMI/EMF, dostgpnosci i Tematy pokrewne, zobacz Extron
bezpieczenstwa i regulacyjnego zgodnosci przewodnik, cze$é numer 68-290-01,
na stronie internetowej Extron, www.extron.com

UHCcTpyKUuMa no TexHuke 6e3onacHocTu ¢ Pycckuii

NPEAYNPEXAOEHUE: [anHbiii cumBon, & ecnn yKasaH
Ha NpoaykTe, NpeaynpexaaeT nob30BaTens O Hannm4mMm
HEen30IMPOBAHHOIO OMACHOr0 HanNpsXXeHns BHYTPY Kopryca
npoaykTa, KOToOpoe MOXET NMPMBECTU K MOPAXEHMUIO
3N1eKTPUYECKMM TOKOM.

BHUMAHME: [aHHbili cumBon, A\ ecnn yKasaH Ha npoaykre,
npeaynpexaaeT Nnonb30oBaTesns 0 HaNNYMN BaXHbIX MHCTPYKLUMIA NO
aKcrnayaTaumm n 06CyXMBaHUIO B PYKOBOACTBE, NpuiaraeMoM K
J[aHHOMY 060pYya0BaHNIO.

[ns nonydeHns nHdopmaumm o npaBuiax TEXHUKN 6e30nacHoCTy,
cob04eHNN HOPMATUBHBIX TPEGOBAHWIA, SEKTPOMArHUTHOM
coBmecTumocTn (3MIM/34C), BO3MOXHOCTM A0CTyna 1 ApYyrux Bonpocax
CM. PYKOBOZACTBO Mo 6€30nacHOCTN 1 COBMIOAEHMIO HOPMATUBHBIX
TpeboBaHuii Extron Ha calite Extron: , www.extron.com,

HOomep no katanory - 68-290-01.
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All trademarks mentioned in this guide are the properties of their respective owners.
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FCC Class B Notice

Battery Notice

NOTE: This device complies with part 15 of the FCC rules. Operation is subject to the
following two conditions: (1) This device may not cause harmful interference, and (2)
This device must accept any interference received, including interference that may
cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC rules. These limits provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses,
and can radiate radio frequency energy and, if not installed and used in accordance with
the instructions, may cause harmful interference to radio communications. There is no
guarantee that interference will not occur. If this equipment does cause interference to radio
or television reception, which can be determined by turning the equipment off and on, you
are encouraged to try to correct the interference by one or more of the following measures:

e Reorient or relocate the receiving antenna.
e |ncrease the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

e (Consult the dealer or an experienced radio/TV technician for help.

In order to maintain compliance with FCC regulations, shielded cables must be used with
this equipment. Operation with non-approved equipment or unshielded cables is likely to
result in interference to radio and TV reception. The user is cautioned that changes and
modifications made to the equipment without the approval of the manufacturer could void
the user’s authority to operate this equipment.

NOTE: For more information on safety guidelines, regulatory compliances,
EMI/EMF compatibility, accessibility, and related topics, see the Extron Safety and
Regulatory Compliance Guide on the Extron website.

This product contains a battery. Do not open the unit to replace the battery. If the
battery needs replacing, return the entire unit to Extron (for the correct address, see the
Extron Warranty section on the last page of this guide).

CAUTION: Risk of explosion if battery is replaced with an incorrect type. Dispose of
used batteries according to the instructions.

ATTENTION : Risque d’explosion si la batterie est remplacée par un type incorrect.
Mettre au rebus les batteries usagées selon les instructions
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Conventions Used in this Guide

Notifications

The following notifications are used in this guide:

CAUTION: Risk of minor personal injury.
ATTENTION : Risque de blessure mineure.

ATTENTION:
e Risk of property damage.
e Risque de dommages matériels.

NOTE: A note draws attention to important information.

TIP: A tip provides a suggestion to make working with the application easier.

Software Commands

Commands are written in the fonts shown here:
“"AR Merge Scene,,Opl scene 1,1”B51"W"C
[01] R000400300004000080000600[02]35[17] [03]

[Esc]pa] *{x171* [x20]* [x23]* [x21] CE +=

NOTE: For commands and examples of computer or device responses mentioned
in this guide, the character “@” is used for the number zero and “O” is the capital
letter “0.”

Computer responses and directory paths that do not have variables are written in the font
shown here:

Reply from 208.132.180.48: bytes=32 times=2ms TTL=32
C:\Program Files\Extron

Variables are written in slanted form as shown here:
ping Xxx.XxX.XXX.XxXx —t
SOH R Data STX Command ETB ETX

Selectable items, such as menu names, menu options, buttons, tabs, and field names are
written in the font shown here:

From the File menu, select New.
Click the oK button.

Specifications Availability
Product specifications are available on the Extron website, www.extron.com.

Extron Glossary of Terms
A glossary of terms is available at http://www.extron.com/technology/glossary.aspx.
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Introduction

This section covers the following basic information you should know about this guide and
the product before installation:

e Before You Begin e About Global Configurator
e About the IPL EXP PDU4H e About Global Scripter
e Application Diagram e PC System Requirements

e Operation Modes

Before You Begin
What This Guide Covers

This user guide provides instructions for an experienced installer to install an Extron

IPL EXP PDU4H Control System Power Expansion Interface (with an IPCP Pro xi Series
control processor). This guide provides detailed information and recommends best practices
for cabling the expansion interface. It provides a brief overview of the configuration process,
and reference information.

Use Extron Toolbelt software to discover and manage the IPCP Pro xi control processor, the
IPL EXP PDU4H, and other Extron control products. Configure the expansion interface and
control system using Extron Global Configurator software running in Global Configurator
Professional (GC Professional) or Global Configurator Plus (GC Plus) mode, or program it
using Global Scripter.

You can control the AC power output ports using the manual control contact input ports at
any time. If you do not use software to configure or program the system, you can use Extron
Simple Instruction Set (SIS) commands to perform basic configuration and control for the
IPL EXP PDU4H.

This guide does not contain instructions on detailed software-related setup steps or details
of configuration within the software: those are covered in the Toolbelt Help File, the Global
Configurator Help File, the Global Scripter Help File, and help files for related programs. The
software help files describe how to use each program to download drivers, add AV devices
to a configuration, configure basic functions, and set up schedules, macros, e-mail alerts,
touchpanel button configurations, and the like. This guide does include a section about
Extron Simple Instruction Set (SIS) commands you can use to set up and control the
IPL EXP PDU4H instead of using software.

Conventions Used in This Guide

e Throughout this guide the IPL EXP PDU4H is also referred to as the “IPL EXP,” “EXP,” or
“power expansion interface.”

e |PCP Pro Q xi and xi Series control processors are also referred to as the “IPCP,”
“IPCP Pro Q xi,” “IPCP Pro xi,” or “control processor.” The xi models feature LAN ports,
Q xi models feature both LAN and AV LAN ports.

e Global Configurator software is referred to as “GC,” which can be run in Global
Configurator Professional mode (“GC Professional”) or Global Configurator Plus mode
(“GC Plus”).

e (Global Scripter is sometimes referred to as “GS.”

IPL EXP PDU4H e Introduction 1



e The GlobalViewer Enterprise application is sometimes referred to as “GVE.”

e Unless otherwise noted, in images of software or web pages, circled numbers
correspond to the like-numbered procedural steps.

Important Information You Need Before Installation

The order and types of setup tasks for the IPL EXP PDU4H expansion interface, and

for the IPCP Pro xi Series control processors and TouchLink Pro touchpanels and NBP
button panels they work with, are important. Pay close attention to them. Follow the setup
checklist in the “Hardware Features and Installation” section starting on page 7.

About the IPL EXP PDU4H

The Extron IPL EXP PDU4H Control System Expansion Interface provides centralized power
management for medium sized AV systems. The IPL EXP PDU4H works in combination
with IPCP Pro xi Series control processors. It can also be used as a standalone device by
manually controlling the outputs or by using Extron SIS commands for control of the unit
and power outputs without requiring a control processor.

The IPL EXP PDU4H includes the following features:

e Dedicated control and monitoring e Current sensing
of four AC power outputs e Half rack enclosure
e Standalone manual input control e Embedded webpage

for each AC output
P e QOptional cable kits

. , e Compatibility with Extron IPCP Pro Q xi and xi
* Basic surge protection Series control processors
e Alarm notifications

e Asingle relay output

It provides remote individual AC output control, ability to create schedules, and aggregate
current sensing via software configuration or from the IPL EXP PDU4H embedded webpage.
It can also operate independently using Extron SIS commands, enabling seamless
integration for specialized applications.

Once configured, these systems allow users to remotely control, monitor, and troubleshoot
AV equipment, including display devices and switchers.

The unit includes an embedded web server, a circuit breaker, four switched AC power
outputs, four manual control inputs (contact closure ports exclusively for controlling each
power output), and a relay output port (for alert purposes).

ACT
IPL EXP PDU4H
CONTROLSYSTEM B

EXPANSION INTERFACE

Figure 1. IPL EXP PDU4H

An IPCP Pro xi Series control processor is the centerpiece of a control system that features
Extron TouchLink Pro Touchpanels, Extron NBP Network Button Panels, and IPL EXP
expansion interfaces.

IPL EXP PDU4H e Introduction 2



Features

The system supports multiple TouchLink Pro touchpanels and NBP button panels over

a standard Ethernet network. The touchpanels and button panels provide a convenient
interface for controlling the IPCP, which, in turn, controls the other system components.
Another option is to use a third-party device such as a touchpanel or tablet in conjunction
with Extron LinkLicense.

NOTE: GUI Designer software is used to design the user interface layout of any Extron
TouchLink Pro touchpanel or third-party touch interface that is used with the IPCP.

Use the Extron Toolbelt software to discover and manage the IPL EXP expansion interfaces,
the IPCP Pro xi control processor, and other Extron control products. Configure the
expansion interfaces and control processor using GC Professional or GC Plus, or program

it using Global Scripter (GS). Once you have set up how you want it to work (set up

IP addresses and functions, assigned drivers to ports, configured relays and digital input or
output), that information is saved to a project configuration file that is built and uploaded into
the IPCP and to any optional TouchLink Pro touchpanels.

The system integrates seamlessly with Extron GlobalViewer Enterprise software and Extron
Control for Web, iOS, and Android for remote control applications.

General features

e Ability to remotely power devices on and off — The switched power output ports
can be controlled remotely using SIS commands over SSH, by configured touchpanels,
via controls in the embedded webpage, or via controls in Global Configurator.

e Circuit breaker — Provides overcurrent protection for the unit.

e Surge protection — Single-stage surge protection using multiple MOVs protects
connected products from power surges of up to 1750 joules (10/1000 ps).

e Power level monitoring — Total power consumption is continuously monitored, and
alerts can be configured or programmed to notify a user of high power consumption or of
ports that have been shut off if the circuit breaker is tripped.

e Ability to use a local alert device (connected to the relay output) — This relay
on the rear panel can be connected to a relay-controllable audio device or other alert
device, and can be configured or programmed to react at specified power levels. The
relay can be configured to be either normally open or normally closed, which activates
the attached alarm device when power drops or increases beyond a specified amount.
E-mail messages can be generated based on relay conditions.

e Easy to mount — The IPL EXP PDU4H is a half rack wide, 1U high device that is easily
mounted to a rack or furniture or set on a desktop.

e Universal power system compatibility — The unit accepts 120 or 240 VAC, 50-60 Hz
power input and uses standard IEC connectors for both input and output AC power
ports.

Network and configuration features

e Global compatibility — The expansion interface uses industry standard Ethernet
communication protocols, including DHCP, DNS, HTTP (redirect), HTTPS, ICMP,
IEEE 802.1X, NTP, SFTP, SMTP, SNMP, SSH, TCF/IP, and UDP/IP.

e Multi-level password protection — This allows security to be set based on user roles.

e Embedded web pages — The IPL EXP embedded web pages include online
diagnostics and monitoring of basic features, power output controls, and indicators or
various factors such as power consumption level.

If the unit is configured to work with Extron Control, you can access the virtual user
interfaces from a link in the embedded web page.

IPL EXP PDU4H e Introduction 3



e System asset management — The configured system and expansion interface allow
you to control, monitor, and schedule various functions of devices in the system.

e Additional security features — Each expansion interface and control processor can
use the included Secure Sockets Layer (SSL) certificate or a user-supplied, customized
security certificate (see Secure Sockets Layer (SSL) Certificates on page 43).

e The IPL EXP is a Secure Platform Device that is compatible with all Extron
IPCP Pro xi Series control processors.

e Supports secure industry standard communications protocols —
All'IP Link Pro xi expansion processors use industry standard commmunication
protocals, including DHCP, DNS, HTTP, HTTPS, ICMP (ping), IEEE 802.1X, NTPR,
SFTP, SNMP, SSH, TCP/IP, UDP/IP.

e Supports IEEE 802.1X authentication — Provides support for standard
port-based Network Access Control once enabled. For details see IEEE 802.1X
Certificates on page 43.

e  Support for the Extron ControlScript sandbox environment.

Application Diagram

The following figure shows an example of types of devices that can be connected to some
of the ports on the IPL EXP power expansion interfaces and IPCP Pro xi Series control

processors.

Extron

IPL EXP PDU4H
Control System
Expansion Interface

Extron IPCP PRO 250 xi

TCP/IIP oy £ .
Network Ethernet
Extron
I Ethernet IPCP Pro 250 xi
IPCP Pro xi Control

= B E
AN Hi=ny imny Rt

Processor

IPLEXP PDUaH

i

—

Extron

XPA U 1002
Power Amplifier

XPAULTRA

XPA U 1002 SERIES

Display

Display

Codec

Figure 2. An IPL EXP PDU4H and IPCP Pro 250 xi Application
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Operation Modes
The IPL EXP PDU4H has three modes of operation:
e Manual control (using the Manual Control contact closure ports)
e Enabled at all times
e Takes precedence over the other two modes
e Simple Instruction Set (SIS-over-SSH) control
e Enabled by default

e Allows non-Extron devices to use Ethernet communication to command the
IPL EXP PDU4H

e Disabled by SPD mode
e Secure Platform Device (SPD) mode

e Enabled once the unit is paired with an IPCP Pro xi Series control processor
via Toolbelt and configured using Global Configurator or programed with
Global Scripter

e Guarantees secure communication in an environment of Extron-only products

SIS-over-SSH and SPD modes of operation are mutually exclusive.

About Global Configurator
Global Configurator (with GC Professional and GC Plus Modes):

e | oads device drivers for monitoring the status of and controlling devices within the AV
system.

e Uploads GUI Designer interface layouts to touchpanels and third-party touch interfaces.

e Creates the configuration containing all the settings for the control processor, the
expansion interface, and the products with which they interact in the AV system.

e Uploads the configuration to the control processor.

To obtain Extron control product software, you must have an Extron Insider account and
contact an Extron support representative. Extron provides training to our customers on how
to use the software. Access to the features of Global Configurator Professional is available
to users who successfully complete Extron Control Professional Certification.

About Global Scripter

For those who prefer to program control systems rather than configure them, Extron offers
Global Scripter as an alternative to Global Configurator. Global Scripter is an integrated
programming development environment for Extron IP Link Pro, TouchLink Pro, and eBUS
products. It uses the object-oriented Python programming language and a custom Python
library called ControlScript. Global Scripter includes the ControlScript API as well as all of
the tools for developing control system programs, such as file management, code editing,
debugging and diagnostic tools. More information is available at
https://www.extron.com/featured/Control-System-Programming/programming.
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PC System Requirements

To find the minimum hardware and software requirements for the PC you use to configure
the control system:

Visit the Download page (www.extron.com/download/index.aspx) on the Extron
website and navigate to the web page for the specific software package (such as
Global Configurator and GUI Designer). Minimum PC hardware and software system
requirements are listed in the description section. In some cases, minimum device
firmware version requirements are also listed there.

If system requirements are not listed on the software package web page, contact an
Extron support representative.

IPL EXP PDU4H e Introduction
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Hardware Features
and Installation

This section covers the following material:

Setup Checklist — A checklist of tasks to guide you through installation

Network Communication Setup — A flowchart guide to network settings configuration
Features — Locations and some descriptions of items on the front panel

Mounting — Guidelines for mounting

Cabling, Addressing, Features, and Connections — Locations, descriptions, and
cabling notes for rear panel features and corresponding front panel indications

Resetting the Unit — Information about the available reset modes and how to reset
the IPL EXP

Pay careful attention to the order and types of setup tasks. Follow the setup checklist in this
guide or in the setup guide and keep it with you for reference throughout the installation and
configuration process.

Setup Checklist

Get Ready

[] Familiarize yourself with the features of the IPL EXP PDU4H (see Front Panel Features

on page 11 and Cabling, Addressing, Features, and Connections on page 14)
and of any IPCP Pro xi Series control processors, TouchLink Pro touchpanels, or button
panels that will be part of the system.

Download and install the latest version of the following:

[] Toolbelt software — for discovering the control processor, IPL EXP PDU4H,
and other control products on the network, for managing core settings, and for
upgrading firmware when needed.

L] Global Configurator (GC) software — for configuring the control system.

[] Global Scripter software — for programming the control processor and
expansion interfaces (as an alternative to GC)

[] GUI Designer software — for designing layouts for Extron TouchLink Pro
touchpanels and third-party touch interfaces

All are available from www.extron.com (see Locating Software and Firmware on
the Extron Website on page 38).
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[] Obtain network information for the unit from the network administrator. You also need
the following details for each Extron Pro series Ethernet-enabled device:

[] DHCP setting (on or off) [] Subnet mask

] Device (IPL EXP, TLP Pro, IPCP Pro Qxi or xi, NBP) LAN ] Gateway IP address
IP address |:| Username

[ AV LAN IP address (if using IPCP Pro Q xi models) [] Passwords

NOTE: If DHCP is on, you do not need the IP addresses and subnet mask.

] Write down the MAC address of each network interface on each IP Link Pro xi device to
be used.

Obtain model names and setup information for devices the system will control.

Each expansion interface and each control processor comes with a factory-installed
Secure Sockets Layer (SSL) security certificate. If you intend to install a different SSL
certificate, contact your [T department to obtain the certificate or for instructions on
how to obtain one (see Secure Sockets Layer (SSL) Certificates on page 43 for
requirements and guidelines regarding SSL certificates).

L] For systems that will use IEEE 802.1X security, obtain a PEM-encoded security certificate
and private key (see IEEE 802.1X Certificates on page 43) from your IT department.

OO

Mount and Cable All Devices
L] Mount the unit to a rack or furniture (see Mounting on page 12).

[] Cable devices to the expansion interface (see Cabling, Addressing, Features, and
Connections starting on page 14). A kit containing four, one-foot, IEC-to-Edison
power cable adapters is available for customers in the United States.

] Connect power cords and power on all the devices.

Set Up the Control Processor, Expansion Interfaces, Touchpanels, and
Network Button Panels for Network Communication

] Connect the PC that you will use for setup, the LAN port of the expansion interface,
the LAN (or AV LAN) port of the control processor, the LAN/PoE port of the expansion
interfaces, and the touchpanels or network button panels to the same Ethernet
network. For expansion interface LAN connections, see LAN (Ethernet) connector
and LEDs on page 18.

L] Either use SIS commands (see SIS Control and Configuration on page 23) or start
Toolbelt and use it to set the IP address or addresses, subnet, gateway IP address,
DHCP status, and related settings (see the flowchart in Network Communication
Setup on page 10).

NOTE: The control processor supports fully qualified domain names. If required by
the network configuration, use a fully qualified domain name (hostname . domain)
when setting up the control processor as a DHCP client or if using a hostname
instead of an IP address. For example: hostname .extron.com.

At this point you can access the IPL EXP PDU4H embedded webpage and use controls
within it to turn the connected devices on or off.

Also, you can now use a terminal emulator (such as PuTTY) to connect to the
IPL EXP PDU4H and use SIS commands to configure or control the ports on the device.
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Configure or Program the Control Processor, Expansion Interfaces,
Touchpanels, and Network Button Panels

NOTE: Building and uploading a GC or GS project changes the state of the ports to
factory default, or to the configured or programmed values, depending on the actions
defined in the project. This change is performed in case the user made changes via SIS
or the IPL EXP PDU4H embedded webpage before building and uploading the project.

L] If TouchLink Pro touchpanels are part of the system, start and use GUI Designer
to design, save, and build the graphical user interface (GUI) layout for the
touchpanels (see the GUI Designer Help File for instructions).

NOTE: To redeem (activate) a LinkLicense, go to www.extron.com/lliredeem and
follow the online instructions.

A LinkLicense unlocks features that add convenience, expand system options,
and enhance the capabilities of your Extron products. For IPCP Pro Q xi and xi
systems, a LinkLicense allows you to use a mobile device or computer as the
primary control interface in an Extron control system where a TouchLink Pro
touchpanel may not be present.

[ If using GC, create a new GC Professional or GC Plus project and configure
the control processor, expansion interfaces and other IP Link Pro devices. The
configuration tells each control processor and expansion interface:

e How its ports function e \What to monitor
e How to control other products e When to do things
e Which touchpanels to interact with e \Whom to notify, how, and under what

circumstances

] Configure ports on the control processor:
[1 Select device drivers and link them to each serial, IR/serial, or Ethernet port.

1 Select settings (serial protocol, relay behavior, digital 1/0 or flex I/O settings, AC
output settings) as needed.

[ ] Add eBUS devices and set them up:

[J Ensure that the hardware address (eBUS ID) set on each device is distinct and
matches the address used in the configuration.

[] Assign button functions as desired.

] Add Network Button Panels (NBPs) and set them up. Assign button functions as
desired.

L] Add the IPL EXP expansion interfaces and configure their ports. All ports on the
IPL EXP PDU4H can be configured or programmed except for the Manual Control
ports.

] Set up monitors, schedules, macros, and local variables.
[J Add touchpanels and set them up:
1 Upload the GUI configuration to the Global Configurator project.

] Assign any appropriate functions, monitors, or schedules to the touchpanels
and their buttons.
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L1 If not using GC Professional or GC Plus, use Global Scripter to program the
control system as desired.

L] Program ports on the control processor:

] Program each serial, IR/serial, or Ethernet port as needed.

] Program relay behavior, digital 1/0, flex I/O, and AC output settings as needed.
[] Add eBUS devices and set them up:

[0 Ensure that the hardware address set on each device is distinct and matches
the addresses programmed for them in the IPCP.

1 Program button functions as desired.
[ Add Network Button Panels and set them up. Assign button functions as desired.

[] Add the IPL EXP expansion interfaces and program their ports. All ports on the
IPL EXP PDU4H can be configured or programmed except for the Manual Control
ports.

[] Add touchpanels and set them up:
[] Upload the GUI configuration to the Global Scripter project.
] Program functions, monitors, or schedules to the touchpanels and their buttons.
[] Save the project.

[] Build and upload the system configuration to the control processor, expansion
interfaces, and other system devices.

Test and Troubleshoot

[] Test the system (see the Troubleshooting section starting on page 40 for an outline
of items to check during system troubleshooting).

[J Make adjustments to wiring or configuration as needed.

Network Communication Setup Network Communication Setup

Network setup is essential prior to
configuration. Use the flowchart
as a general guide to setting up
the IPL EXP PDU4H for network

Connect the PC and the LAN port of the
expansion interface to the same network.

Apply power to all devices.

use. ¢
Open the Toolbelt software from within
NOTE: If using 802.1X Global Configurator (GC Professional or
. GC Plus mode) or as the stand-alone
security, see the Extron application.
802.1X TeCth/Ogy . Start Device Discovery.
Reference Guide (available Toolbelt displays a list of all Extron control
at www.extron.com) and devices connected to the network.
the Toolbelt Help file for ¢
additional details on Using the MAC address, locate the desired
system setup. expansion interface in the list and select it.

For each network interface (LAN),
use the Set IP feature in Toolbelt or use the
feature in the Toolbelt Manage > Network
Settings tab to enter the IP address and
subnet address. Then configure other
network settings as needed.

Figure 3. Network Setup
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Features

This section shows panel features and their locations. Most of the features and LED
indications are described and shown in the Cabling, Addressing, Features, and
Connections section starting on page 14 paired with the descriptions of the
corresponding ports.

Front Panel Features

SWITCHED AC
‘ 1 2 3 4

IPL EXP PDU4H
CCNTROL SYSTEM EXPANSION INTERFACE
Power and Reset Button Switched Circuit LAN/
Reset LED (recessed) AC Power Breaker Network
LEDs LED LEDs

Figure 4. IPL EXP PDU4H Front Panel

Reset Features

Reset button and power and reset LED — Pressing this recessed button causes various
product settings to be reset to the factory defaults. The green Power LED on the front panel
blinks depending on the selected reset mode (see Resetting the Unit on page 20 and

the reset modes table starting on page 20 for details).

1 2 3 4
— N — ¥ L
- [ | | [ |
1 . . [ |

| | [ | |
| |
L ]

|

Rear Panel Features

100/240V ~ 12/10A MAX

o O

Figure 5. IPL EXP PDU4H Rear Panel

IPL EXP PDU4H
Cseneni (@)
:

SWITCHED AC

MANUAL
CONTROL RELAY

(C] ©06 06

O Power input — Powers the IPL EXP PDU4H @® Manual Control ports — Contact closure
(page 15) inputs used exclusively to control the

G Circuit breaker —For resetting the power corres;;g nding power output ports
outputs after correcting a power fault (page 17)

condition (page 15) G Relay output port —Allows you to connect

® Switched AC power output ports — an alarm device for notification of power
Provide switched (controlled) AC power to shutoff (page 18)
up to four devices (page 15) G LAN (Ethernet) connector and LEDs —
For control and monitoring (page 18)

@ MAC address, page 19
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Mounting

Mounting Options

Optional 1U rack shelves and a variety of rack mounting bracket kits and furniture mounting
kits are available for use with the IPL EXP PDU4H. The unit can be mounted to the following
items:

e tabletop e equipment rack rails
e optional equipment rack shelf e furniture

Visit the product-specific page at www.extron.com for a list of compatible accessories
for mounting your control processor or call a support representative to find out which kit to
order for your installation.

Read the instructions that are included with the rack shelf or mounting kit for installation
procedures and see the UL rack mounting guidelines below for safe installation. Then
securely mount the IPL EXP PDU4H and other devices, and attach cables using the wiring
section (see Cabling, Addressing, Features, and Connections on page 14) as a
wiring guide.

UL Rack Mounting Guidelines

The following Underwriters Laboratories (UL) guidelines pertain to the safe installation of
IPL EXP PDU4H in a rack.

CAUTION:

¢ Elevated operating ambient temperature — If installed in a closed or multi-
unit rack assembly, the operating ambient temperature of the rack environment
may be greater than room ambient temperature. Therefore, install the EXP in an
environment compatible with the maximum ambient temperature
(Tma = +122°F, +50°C) specified by Extron.

¢ Reduced air flow — Install the equipment in a rack so that the amount of air flow
required for safe operation of the equipment is not compromised.

e Mechanical loading — Mount the equipment in the rack so that a hazardous
condition is not achieved due to uneven mechanical loading.

e Circuit overloading — Connect the equipment to the supply circuit and consider
the effect that circuit overloading might have on overcurrent protection and supply
wiring. Appropriate consideration of equipment nameplate ratings should be used
when addressing this concern.

¢ Reliable earthing (grounding) — Maintain reliable grounding of rack-mounted
equipment. Pay particular attention to supply connections other than direct
connections to the branch circuit (such as use of power strips).
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Consignes UL pour le montage en rack

Les consignes UL (« Underwriters Laboratories ») suivantes concernent l'installation en
rack d’un boitier IPL EXP PDU4H:

CAUTION:

e Température ambiante élevée — En cas d'installation de I’équipement dans
un rack fermé ou composé de plusieurs unités, la température du rack peut étre
supérieure a la température ambiante. Par conséquent, il est préférable d’installer
I’équipement dans un environnement qui respecte la température ambiante
maximale (Tma = +122°F, +50°C) spécifiée par Extron.

e Réduction du flux d’air — Si I’équipement est installé dans un rack, veillez a ce
que le flux d’air nécessaire pour un fonctionnement sécurisé de I'équipement soit
respecté.

e Charge mécanique — Installez I'équipement en rack de maniere a éviter toute
situation dangereuse causée par le déséquilibre de la charge mécanique.

e Surcharge électrique — Lorsque vous connectez I’équipement au circuit
d’alimentation, observez la connexion de I'équipement et étudiez les effets
possibles d’une surcharge du circuit sur les protections contre les surintensités et
les conducteurs d’alimentation. Consultez a cet égard les indications de la plaque
d’identification de I’équipement.

e Mise ala terre — Assurez-vous que I'équipement est correctement mis a la terre.
Accordez une attention particuliere aux connexions électriques autres que les
onnexions directes au circuit de dérivation (ex. : les multiprises).

Rack Mounting

The IPL EXP PDU4H is one half rack wide, 1U high. Up to two units can be mounted side
by side directly onto a 9.5 inch deep rack shelf.

1. Align the threaded holes in the bottom of the IPL EXP with the holes in an Extron rack
shelf and fasten the unit to the shelf with two 4-40 x 3/16”inch screws.

2. Bolt the rack shelf to the rack.
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Cabling, Addressing, Features, and Connections

ATTENTION:
e [nstallation and service must be performed by experienced personnel.
e |’installation et I'entretien doivent étre effectués par du personnel expérimenté.

Attach cables using the wiring diagrams in this section as a guide.

See either the SIS Control and Configuration section starting on page 23 or the
Software-based Configuration and Control section starting on page 36 and
the Global Configurator Help File and Toolbelt Help File for information about Global
Configurator and Toolbelt, which you must use to set up the unit.

Power Connections and Circuit Breaker

CAUTION:
ATTENTION :

e Always use the power cord provided with the unit.
e \eillez a toujours utiliser le cable d’alimentation fourni avec I'unité.

e Should you need to use a different power cord, consult Extron Electronics prior to
using the cord.

e Sjvous devez utiliser un autre cable d’alimentation, contactez Extron Electronics
avant d’utiliser ce cable.

ATTENTION:
e (Connect the equipment only to a nominal 120 VAC or 240 VAC electrical supply
source.

¢ \eillez a ne connecter le dispositif qu’a une source d’alimentation nominale de
120 Vca ou 240 Vca.

e Qutput voltage follows input voltage. Connect the equipment to a supply voltage
suitable for the load equipment.

e | atension de sortie suit la tension d’entrée. Connectez I’équipement a une tension
électrique adaptée a I'’équipement de charge.

e The equipment must be connected to an earthed mains socket-outlet.

e | ’équipement doit étre connecté a une prise électrique avec mise a la terre.

NOTES:

e Within the United States of America use a power supply cord with conductors that
are a minimum diameter of 17 AWG.

e For international installations, use a power supply cord with conductors that are a
minimum of 1.0 mm?.

e Make sure that the device being controlled can support an AC power cycle.

e In case of emergency, disconnect AC power from the power input (appliance inlet)
of the connected equipment.

See the Global Configurator Help File and Global Scripter Help File for details on
Limit and Over conditions and on configuration and programming.

See the SIS section later in this guide for SIS control commands.

See Manual Control (contact closure) ports on page 17 for information on the
manual control port for how to manually select power outputs.
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Power input

After connecting cables to the other ports, connect a cable from the 120 VAC or 240 VAC,
50-60 Hz mains power source to this IEC plug.

Rear Panel Front Panel
100/240V ~ 12/10A MAX
‘ Power Input
3 e Connect to ® Front panel LED (@)
a 120 or 240 VAC, blinks during boot-up
4 50-60 Hz. and remains lit when
Q the IPL EXP receives
H power.
BREAKER |
ED‘HZ
Connect to Power and
mains power. Reset LED

Figure 6. Power Input

Circuit breaker

The rear panel features a 12 A rated circuit breaker. When a fault condition
occurs, the breaker is triggered, which stops power output. Any attempt to .
control the AC outputs is ignored while the fault condition is present. The front

panel Breaker LED lights. This condition can be monitored and the system can BREAKER
be configured (using available commands) to send an alert e-mail or perform

some other action. After you correct the cause of the overcurrent condition,

press the Breaker button to manually reset the circuit breaker and turn off the LED.

The AC power ports remain off until they are manually turned on via software (GC or GS
program), via controls in the embedded webpage, or by using SIS commands over an SSH
connection. This prevents inadvertent damage to equipment when the user resets the
switch before the condition is cleared.

Power output — switched AC power output

Switched AC power output ports — The IPL EXP PDU4H features switched, monitored
AC power output ports to provide power to various AV products.

e Power output can be toggled on and off using manual contact closure control, SIS
commands, configuration or programming commands, or controls in the embedded
web page.

e These ports are monitored continuously for total combined current draw (aggregate
current sensing). They remain on as long as there is no overload condition and as long
as they are set to “On”.

e The system can be set up to monitor the circuit breaker. The AC current value and

circuit breaker status are shown in the IPL EXP PDU4H embedded web page. The
system can be configured to alert users in the event of a power fault interruption.

e The IPL EXP PDU4H provides a maximum output of 12 A at 120 VAC or
10 A at 240 VAC, combined, for all the AC output ports together.
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Circuit Breaker
(power output

overcurrent protection) Connect AC powered products to these four ports

Rear Panel

Switched AC Power Output

using a standard IEC power cord, or use an Extron

100/240V ~ 12/10A MAX

BREAKER

SWITCHED AC

|EC-to-Edison cable kit if your devices require
NEMA 5-15R receptacles.

120 VAC or 240 VAC,

50-60 Hz
Input

Figure 7.

controls in the embedded web page, SIS commands

1 2 3 4
= p p = ¢ Output voltage: 120/240 VAC, 50-60 Hz
* Maximum AC load:
- L L L 12 A at 120 VAC or 10 A at 240 VAC
— — —/ —/  Current sense:
0 Ato 12 A, 100 mA resolution, <6% tolerance
- | (| - * Surge protection: Single-stage — multiple MOVs
* Surge energy dissipation: 1750 joules (10/1000 ps)
| | These outputs can be controlled via software,
L J

(sent via SSH) or by a keypad or switch connected to
the Manual Control contact closure port.

To AC power input
ports on AV devices

Sortie Electrique Commutée

Connectez les produits alimentés a ces quatre ports a I'aide

d’un cordon électrique IEC standard, ou utilisez un lot de

cébles IEC/Edison Extron si vos appareils nécessitent des

prises NEMA 5-15R.

* Tension de sortie : 120/240 VAC, 50-60 Hz

® Charge CA maximale : 12 A a 120 VAC ou 10 A 2 240 VAC

e Détection de courant : 0 A a 12 A, résolution 100 mA,
tolérance <6%

* Protection contre les surtensions : plusieurs
parasurtenseurs a un étage

* Dissipation de I’énergie en cas de surtension : 1750 joules
(10/1°000 ps)

Plusieurs sorties peuvent étre controélées via un logiciel, des
contréles dans la page Web embarquée, des commandes SIS
(envoyées via SSH), ou via un clavier ou un switch connecté
au port de Manual Control avec contact sec.

Switched AC Power Output Ports

By default, the switched AC ports are in the unpowered (Off) state. During regular operation,
the states (On/Off) of the switched AC ports persists after a power cycle. The power output
state setting persists after and is retained during a power cycle.

Power sequencing

Power up sequencing prevents an in-rush power overload. In the event of power loss

and restart, or any time two or more switched AC ports are turned on, power outlets are
powered on sequentially with a user-configurable delay between each one. This prevents a
power overload spike and prevents a blown fuse or tripped circuit breaker.

A user cannot disable power sequencing, but you can reduce the time interval (between
ports turning on) to as low as @.1 second.

e  Startup time interval — You can set a unique startup delay period that applies to every
switched AC port. For example, if you set the startup delay interval to be 0.5 second,
then the second, third, and fourth ports in the power-up sequence turn on at
0.5 seconds, 1 second, 1.5, and 2 seconds, respectively.

e Sequence order — The power-on sequence is always in ascending order, from output 1
to output 4. The only ways to change the order are to:
e Use configuration or programming.
e  Select an output manually.
e Use controls in the IPL EXP PDU4H embedded webpage.

e Sequence persistence — The power on sequence occurs every time two or more AC
outlets are turned on. This occurs regardless of the source of the change in power

on-off actions (program or configuration, SIS command, embedded webpage setting,
manual control selection, power cycling to the IPL EXP PDU4H).

Surge protection

These outputs feature single-stage surge protection using multiple MOVs to protect
connected products from power surges of up to 1750 joules (10/1000 ps).
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Rear Panel

Unidirectional Control Connections

Manual Control (contact closure) ports

These four ports are dedicated contact input ports, used exclusively to control the
corresponding power output ports. When the circuit between a signal pin and a ground pin

is closed, each port turns on the corresponding AC power output port.

e When a manual control port is tied to ground (closed), the corresponding AC
power output is on. The power output for that port remains on for as long as the manual
control port is closed. Once a manual control port is closed (manual control is on), this
port state overrides any other commands (program, configuration, SIS commands) for

the power port.

e When the manual control port is open, the corresponding power port is either
off, or it follows the state determined by the configuration, program, or SIS-over-SSH

command.

Front Panel

Manual Control (Contact closure)

Each port senses external switch or contact closure by
using a 1k ohm pull-up resistor in a TTL (5 VDC) circuit.

MANUAL
CONTROL [

Output 3 3

Output 4 4w

Ground Gt 3, Switch

These ports are for exclusive selection and control of
the corresponding switched AC outputs.

Switched
AC Power
LEDs

Light when the
corresponding
manual control
port is active

(tied to ground,
logic low) and the
AC output is on.

Share the same ground
among contact input
connections.

(Switches
or similar
items)

S— -
b Device 4
—

Device 3

Figure 8. Manual Control Contact Closure Port

Manual control mode

:

Heat Shrink on
Outer Jacket
to Inner
Conductor
Transition

4+

Extron
STP 20-2P Cable

TIP: STP 20-2P cable,
shown above, is
recommended for
these connections. For
best results, insulate
the common or drain
wires using heat shrink.

Manual control mode is one of the three control modes for the IPL EXP PDU4H. Manual
control mode, in which these ports are used to control the on and off status of the AC
power outputs, is enabled at all times. The IPL EXP PDU4H does not need to be configured,
nor connected to a network, in order to control the on oroff state of the AC output ports.
Manual control takes precedence over the other two modes (SIS-over-SSH mode and

Secure Platform Device mode).
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Relay port

Connect this relay output port to a notification device to create visual or audio alerts for
triggering conditions such as power output shutdown (once the port conditions, events,
and notifications are configured).

The relay contacts may

be used to control any

equipment as long as the

contact specifications of a

total of 24 V at 1 A are not Panel
exceeded for the port. The

relay is normally open by

default.

« Relay is
normally open.

Normally
Open'
Common

When activated, the open
contacts close. They can
be set up to operate in one

Relay

¢ Connect device for relay alert notifications.
Configure via Global Configurator,
Global Scripter, or SIS).

* Do not exceed a total of 24 V, 1 A for the port.

of two ways: |
e Latching (brief or —
indefinite period Open Closed

contact) —press to
close, press to open, or

e Pulsed (timed cycle)
— press to close,

timeout to open, with Figure 9. Relay Output Port
automatic repeat.

Equipment

In pulse mode the default timeout period (hold time) is 2 second (500 ms). Use
Global Configurator to change the length of the timeout period.

NOTE: The pulse function is absolute: it always sets the relay state to closed, times
out (briefly), then opens the contact. It overrides the previously selected setting (on
state, off state, or toggle).

Bidirectional Control and Communication Connection

LAN (Ethernet) connector and LEDs

To connect the IPL EXP to an Ethernet network (for configuration and control of the EXP
and the devices connected to it), plug a cable into the RJ-45 socket and connect the other
end of the cable to a network switch, hub, router, or PC connected to a local network or the
Internet. DHCP is off by default.

Network Port Addressing:

If you use static IP addresses, configure the settings and IP addresses via Toolbelt. See the
help file for Global Configurator or Toolbelt for basic information on configuration. See the
diagram on the next page and see the following table for default addresses.

Network Port Addressing
| 1P Address | Subnet Mask | DNS Address

Static IP addresses (default, what the unit uses when DHCP is off)
| 192.168.254.250 | 255.255.255.0 | 127.0.0.1

DHCP on (alternative setting)

| DHCP on (addresses are automatically assigned)
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For details of communication protocols, ports, and services used, see the
Pro Series Control Product Network Ports and Licenses Guide at www.extron.com.

LED Indication:

e Activity LED (connector and front panel) —
This yellow LED blinks to indicate network activity.

e Link LED (connector and front panel) —
This green LED lights to indicate a good network connection.

e 100 LED (front panel) —
This green LED lights when the unit is connected to a 100 Mbps or faster network
connection.

Passwords:
IMPORTANT NOTE:
The factory configured passwords for this device have been set to the device serial

number. Passwords are case sensitive. Performing a Reset to Factory Defaults (see
Resetting the Unit on page 20) sets the passwords to extron.

Cabling:
e For 10Base-T (10 Mbps) networks, use a CAT 3 or better cable.
e For 100Base-T (max. 155 Mbps) networks, use a CAT 5 or better cable.

Connect the PC that you will use for setup, the LAN port of the IPL EXP, and the control
processor and touchpanels to the same Ethernet network.

Insert iy
. o A~ TCP/IP
Twstediur Wires —Eth‘e-m Pletworlfr > PC
[ —]
||:I RJ-45
] Connector
Pins:
87654321
Rear Panel Front Panel
— LAN (Ethernet)
- EXERgIUAH Default protocol, public ports: Default login
[T ) ¢ IPL EXP IP address: 192.168.254.250 credentials:
Activity Link * Gateway IP address: 0.0.0.0 * Username: 100 Mbps
LED LAN — LED ¢ Subnet mask: 255.255.255.0 admin or Connection
o] * DNS address: 127.0.0.1 user Network |
« DHCP client: off * Password: actve,
e Link speed and duplex level: extron ’
autodetected ; ;
Data is bein
* Data rates: 10/100Base-T CONTROL SYSTE sent/receive%.
Figure 10. LAN Connector, LEDs, and Default Protocol
MAC address — Each IPL EXP unit is aSSigned a Uﬂique { L R 8 A }
user hardware ID number (Media Access Control [MAC] N: it R
address) (for example, 00-05-A6-05-1C-A0). You may need [@) S s
this address during control processor configuration. SIN: i

A label that indicates the MAC address is located on the rear of
each IPL EXP unit.
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Resetting the Unit

There are four reset modes that are available by pressing the

Reset button on the front panel. The Reset button is recessed, so use a
pointed stylus, ballpoint pen, or Extron Tweeker to access it. See the
reset modes table below and on the next pages for a summary of the

modes.

ATTENTION:

reassignment, or a unit reboot.

e Review the reset modes carefully. Using the wrong reset mode
may result in unintended loss of flash memory programming, port

e Analysez minutieusement les différents modes de réinitialisation.
Appliquer le mauvais mode de réinitialisation peut causer une
perte inattendue de la programmation de la mémoire flash, une
reconﬁg_;uration des ports ou une réinitialisation de I'unité.

Reset
Button

Power
LED

NOTE:

continuation from one mode to the next.

If you press and hold the Reset button continuously, the LED blinks every

3 seconds, and the unit enters a different mode, from the Reset All IP Settings mode
through the Reset to Factory Defaults mode. For Reset to Factory Defaults mode the
LED blinks once at 3 seconds, twice at 6 seconds, and three times at 9 seconds; the
third set of blinks indicating the last mode. The modes are separate functions, not a

IPL EXP PDU4H Expansion Interface Reset Mode Summary

3 | Use This Activation Result
O
< | Mode to...

Temporarily To start the Run Universal Boot Code reset mode and replace The expansion interface firmware is

boot up the firmware: replaced. If the unit is powered on in Run

unit running 1. On the IPL EXP expansion interface hold down the recessed | Factory Boot Code mode, event scripts
° only the Reset button while applying power to the unit. Keep holding | @nd systems do not start. All user files and
§ | universal the button down until the Reset or Power LED blinks twice or | SEttings such as drivers, adjustments, and IP
8 Rwoeont i(rswcs)?a?f for 6 seconds, then release the button. The LED blinks slowly | Settings are maintained.

during bootup. The expansion interface runs the factory boot ; '

© | the desired o deg(rather ’ﬁwan ful fifmware) i NOTE: To return the unit to the firmware
:8 firmware. ) § ) . version that was running prior to the
> | Use this in 2. Upload new firmware to the unit as desired (see Updating reset, cycle power to the unit instead of
% the event that the Firmware on page 47 for details). installing new firmware.
5 a firmware NOTE: Do not continue to operate the expansion interface
c ]E‘F’ldgte h?s using only the boot code. The unit requires a full firmware
05: ir?lc%moraltibilit package in order to be fully operational. If you want to use

. patioiity the firmware version with which the unit shipped, you must

issues arise . X .

: N upload that version again (see the Global Configurator Help

with user ) 4 . . )

loaded File or Toolbelt Help File for firmware upload instructions).

firmware
£ | Enable or To enable or disable the DHCP client for the LAN port: ¢ The Reset or Power LED blinks 6 times if
2 gli%)lil’ec;[l?eem 1. Press the Reset button five times (consecutively). the DHCP client is enabled.l _ .
2 2. Release the button. Do not press the button within 3 seconds | ® The Reset or Power LED blinks 3 times if
(j:, foIIovving the fifth press. the DHCP client is disabled.
o NOTE: By default DHCP is off for the LAN port and the unit NOTE: If DHCP has been enabled, when
L) uses a static IP address. you disable DHCP, the unit reverts
8 to using the previously-set static
2 IP address.
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IPL EXP PDU4H Expansion Interface Reset Mode Summary

3 | Use This Activation Result
<]
< | Mode to...
Reset IP To reset all IP settings: Reset All IP Settings mode:
Sitrtt”:%: asnd 1. Press and hold the Reset button until the Reset or Power o Turns DHCP off.
tpo factor[i/ LED blinks once at 3 seconds and twice at 6 seconds. « Sets the IP address back to factory default
@ | defaults 2. Release and press the Reset button momentarily (for (LAN port: 192.168.254.250).
E’ without <1 second) within 1 second”. The LED blinks 3 times in quick | « Sets the subnet back to factory default
35 affecting user- succession upon successful reset. (255.255.255.0).
o | loaded files “Nothing happens if the momentary press does not occur o Sets the default gateway address to the
o within 1 second. factory default (0.0.0.0).
b=  Sets domain and host names to factory
5 default.
3 » Sets port mapping back to factory default.
e « Turns events (user-created schedules,
macros) off.
» Stops any running program.
¢ Disables 802.1X authentication.
Start over with | To reset the unit to all factory default settings: Reset to Factory Defaults mode performs
configuration | 4, Hold down the Reset button until the Reset or Power LED a complete reset to factory defaults
and uploading blinks once at 3 seconds, twice at 6 seconds, and (except the firmware).
® three times at 9 seconds. * Does everything Reset All IP Settings
5 2. Release and press the Reset button momentarily (for mode does.
..g <1 second) within 1 second”. The Reset or Power LED blinks | « Removes (clears) all user-loaded files
o 4 times in quick succession upon successful reset. (except LinkLicense files) and configurations
g “Nothing happens if the momentary press does not occur from the control processor:
:‘é within 1 second. « Clears driver-port associations
e (Ethernet) and port configurations.
2 * Removes user-loaded digital
"am'S certificates.
2 * Removes schedules, settings, macros.
¢ Clears messages in the event logs
table.
¢ The unit continues to run the user-loaded
firmware.
NOTES:

e After performing a Reset All IP Settings or Reset to Factory Defaults reset, either set the IP address again (by
using Toolbelt) for use on your network, or turn DHCP on.

e The factory configured passwords for this device have been set to the device serial number. Passwords are
case sensitive. Performing a Reset to Factory Defaults reset sets the passwords to extron.
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Modes of Operation,
SIS Configuration
and Control

This section of the guide is divided into the following topics:
e Modes of Operation
e SIS Configuration and Control

Modes of Operation
The IPL EXP PDU4H has three control modes:
e Manual control mode
e  Simple Instruction Set (SIS)-over-SSH mode
e Secure Platform Device (SPD) mode

One additional way to control and monitor the unit is to connect to the LAN port and use
controls in the embedded web page.

Manual Control Mode

In manual control mode the Manual Control contact closure ports and a keypad or switch
are used for basic on-and-off control of the switched AC power output ports.

e This mode is enabled at all times.

e The IPL EXP PDU4H does not need to be configured, nor connected to a network, in
order to control the on or off state of the AC output ports.

e Manual control takes precedence over the other two operation modes.

SIS-Over-SSH Mode

SIS-over-SSH mode allows the user to perform basic configuration and control of the

IPL EXP PDU4H and it allows non-Extron devices to communicate with the unit by using
Simple Instruction Set commands. This mode requires a network connection and an SSH
cilent program using port 22023. SIS-over-SSH permits you to set basic unit settings and
send information queries to the unit. See SIS Control and Configuration on page 23
for details on the SIS commands.

e This mode is enabled at the factory and is enabled by default.

e |t allows non-Extron devices to use Ethernet communication to command the
IPL EXP PDU4H.

e |tis disabled by SPD mode

Once the unit is configured or programmed as part of an Extron control system (when you
deploy a Global Configurator or Global Scripter project that includes the IPL EXP PDU4H),
the SIS-over-SSH mode is disabled and the SPD mode is automatically enabled.
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When SIS-over-SSH mode is disabled, all SIS-over-SSH requests (aside from the query
about the current mode of operation) are unsuccessful, and the unit returns error code 37:
Invalid command while in SPD mode. The SIS command to query the operation mode of the
IPL EXP PDU4H is a query only, not a command to set the mode.

To re-enable the SIS-over-SSH mode of operation, you must clear or remove pairing
information from the IPL EXP PDU4H by:

e Applying a Toolbelt reset to the unit
e Removing the paired primary controller information from the IPL EXP System tab in Toolbelt
e Performing a Reset to Factory Defaults reset

Secure Platform Device Mode

For more detailed control of the IPL EXP PDU4H and to use it as part of a control system,
enable SPD mode, which requires a network connection. SPD mode is:

e Enabled once the unit is paired with an IPCP Pro xi Series control processor via Toolbelt
and configured using Global Configurator or programmed with Global Scripter (see
Software-Based Configuration and Control on page 306)

e Able to guarantee secure communication in an environment of Extron-only products

e Disabled when the device is disconnected from the Extron control system (when the
device is reset in Toolbelt or the connection between the control processor and the
IPL EXP is interrupted)

The IPL EXP PDU4H must acquire and display pairing information (primary controller
address and system ID) other than the default settings.

e The IPL EXP remains in SPD mode as long as it is successfully paired to the system.
e SPD mode is disabled if and when the paired information is cleared or removed.

NOTES:

¢ Attempts to communicate to the device through port 22023 while in this mode
result in an error code. The SIS command to query the mode of operation is the
only SIS command accepted while the device is operating in SPD mode.

e Building and uploading a GC or GS project changes the state of the ports to
factory default, or to the configured or programmed values, depending on the
actions defined in the project. This state change is performed in case the user
made changes via SIS or via the IPL EXP PDU4H embedded webpage before
building and uploading the project.

SIS Configuration and Control

SIS-over-SSH mode requires connecting the IPL EXP PDU4H and the PC to the same network
and using an SSH client application such as PuTTy to communicate via logical port 22023.

TIP: The IPL EXP PDU4H cannot use SIS commands when it is in Secure Platform
Device mode. To change the unit from SPD mode and re-enable SIS-over-SSH mode,
clear or remove pairing information from the unit by:

e Using Toolbelt to reset the unit

® Removing the paired primary controller information from the IPL EXP System tab
in Toolbelt

e Applying a Reset to Factory Default reset to the unit (see Reset to Factory
Defaults reset mode on page 21)
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Host Control Port

The factory default network settings for the power expansion interface are:
e |P address 192.168.254.250

e Subnet mask 255.255.255.0

e Gateway address 0.0.0.0

e DNS address 127.0.0.1

Establishing a Connection
Establish a network connection to the IPL EXP PDU4H as follows:
1. Download the SSH client application.
Open the SSH client application.
Enter the IP address of the IPL EXP PDU4H in the Host Name or IP address field.
Enter 22023 in the Port field.

The IPL EXP PDU4H is password protected, so enter the appropriate account name
(@dmin or user), and password.

NOTES:
e |[f the password has not been changed, the factory default password is the
device serial number.
e |f the unit has undergone a Reset to Factory Defaults reset, the password is
extron.

o > 0D

e |[fthe login and password are correct, the device responds with a copyright
message including the copyright year, the name of the product, firmware version,
part number, and the current date and time.

e |f the login and password are incorrect, the Login prompt returns. Enter the
administrator or user name and password again.

Using verbose mode

SSH connections to an IPL EXP PDU4H can be used to monitor for changes that occur on
the device. For an SSH session to receive change notices from the device, the SSH session
must be in verbose mode 1 or 3 (see the verbose mode SIS command on page 32). It

is also helpful to use the echo feature when using the SSH connection (see Echo for SIS-
over-SSH (port 22023) on page 33)

Host-to-Unit Instructions

SIS commands consist of one or more characters per field. No special characters are required
to begin or end a command character sequence. When a command is valid, the IPL EXP
executes the command and sends a response to the host device. All responses from the

IPL EXP to the host end with a carriage return and a line feed (CR/LF = <), which signals
the end of the response character string. A string is one or more characters.

Device-Initiated Power-Up Message
When the unit completes its start-up, it issues the following message to the host:
© Copyright 20yy, Extron IPL EXP PDU4H, Vx.xx, 68-1956-01
e 20yy is the copyright year
e Vx.xx is the firmware version number
e 60-1956-01 is the part number.
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Error Responses

When the unit receives a valid SIS command, it executes the command and sends a
response to the host device. If the IPL EXP PDU4H is unable to execute the command
because the command is invalid or it contains invalid parameters, the unit returns an error
response to the host. The error response codes and their descriptions are:

e E10 — Invalid command e E22 — Busy

e E12 — Command is for a port that is
not available on the product.

E24 — Privilege violation

e E13 — Invalid value (the numberis out e E26 — Maximum number of connections
of range or too large) or parameter has been exceeded

e E14 — Invalid for this configuration e E28 — Bad filename or file not found
e E18 — System or command timed out e E37 — Invalid command while in SPD mode

Error Response References

The following superscripted numbers are used within the command descriptions on the
following pages to identify commands that may respond as shown:

4 = Commands that yield an E14 (not valid for this configuration) response if the current
configuration of the unit does not support that command.

24 = Commands that yield an E24 (privilege violation) response if you are not logged in at the
administrator level.

2 = Commands that may yield an E28 (file not found) response.

Using the Command and Response Table

The command and response table begins below. Symbols are used throughout the table
to represent variables in the command and response fields. Command and response
examples are shown throughout the table. The ASCII to HEX conversion table below is for
use with the command and response table.

ASCII to Hex Conversion Table [Esc 1B|(CR @D|LF GA
Space —»r 20| | 21| “ 22| # 23| $ 24|% 25| & 26| *© 27
(28| ) 29| * 2A| + 2B| , 2C| - 2D| . 2E| / 2F
@ 301 31| 2 323 33|4 34|5 35|6 367 37
8 38| 9 39| : 3A|; 3B|< 3C|= 3D|> 3E|? BF
@ 40| A 41| B 42| C 43| D 44| E 45| F 46| G 47
H 48| | 49| J 4A| K 4B| L 4C|M 4D| N 4E| O 4F
P 50| Q 51| R 52| S 53| T 54| U 55|V 56|W 57
X 58| Y 59| Z 5A| [ 5B|\ 5C| ] 5D| ~ 5E| - 5F
60| a 61| b 62 c 63(d 64| e 65| f 66| g 67
h 68| i 69| j 6A| k 6B| | 6C|m 6D| n 6E| o 6F
p 70| q 71| r 72| s 73t 74| u 75| v 76w 77
x 78|y 79|z 7A| { 7B | 7C|} 7D| ~ 7E|DEL 7F

NOTE: For commands and examples of computer or device responses used in this
guide, the character “0” is the number zero and “O” is the capital letter “0.”

Entering SIS Commands: Helpful Tips

e Upper and lower case characters may be used interchangeably in the command field
unless otherwise specified.

e Commands may be sent back-to-back without spaces (for example, 2!65V1Z).
e Numbers can be entered as 1, 2, or 3 digits.

IPL EXP PDU4H ¢ Modes of Operation, SIS Control and Configuration 25



Command Symbol Definitions

<« - Carriage return/line feed (hex OD 0A)
° space character

<« 0or| = Carriage return (no line feed, hex 0D) (for URL-encoded commands, use the pipe
character, |, instead)

[EsclorWorw = Escape key
I

Pipe (vertical bar) character

* = Asterisk character (which is a command character, not a variable)
1] = Power output number 0 = all outputs
1-4 = outputs 1-4

[x2] = Contact closure port number 1-4

(Manual Control port number)
x5 = On or Off status 0 = Off, 1 =0n
x11] = Relay port number 1
12 = Unit name A text string up to 63 characters drawn from

the alphabet (A-2), digits (0-9), minus sign or hyphen (-).
No blank or space characters are permitted as part of a
name. No distinction is made between upper and lower
case. The first character must be an alpha character. The
last character must not be a minus sign or hyphen.

[x13] = Local date and time format For set commands: MM/DD/YY-HH:MM:SS. Example:
01/12/22-10:54:00.
For read commands: (day of week, date month year
HH:MM:SS). Example: Wed, 22 Jan 2022 10:54:00.

= IP address, subnet, XXX . XXX, XXX. XXX (Leading zeros are optional.)
gateway address
[x15] = Open/closed status 0 = open
1 = closed

= Power-up delay period between ports in 8.1 second increments, 1-255 (max.).
Default = 10 (1 second).

= Hardware (MAC) address 00-05-A6-XX-XX-XX

= Subnet mask XXX o XXX o XXX e XXX
Leading zeros in each of 4 fields are optional in setting
values, and are suppressed in returned values.
Default = 255.255.0.0.

[x22] = Verbose response mode 0 = Clear/none (default)
1 = Verbose mode is on (enabled)
2 = Verbose mode is off, tagged responses are sent for
queries
3 = Verbose mode is on (enabled) and tagged responses are
enabled and sent for queries
All port types revert to defaults upon power-cycle or reset
(zXXX, zY, and zQQQ). If tagged responses is enabled, all
read commands return the constant string + the data, like
setting the value does.

(Example command: EsclCN<+ Response: Ipnexiz«d),

[x33] = Password A string of from @ to 128 human-readable ASCII characters
(except the pipe character |). The password cannot be a
single space, and it cannot be empty (nothing). The initial
(factory-set) password is the serial number of the unit.

The default after a reset is extron. Passwords are case-
sensitive.

= Port number Response is 5 digits with leading zeros, for example 00000
or 00023,
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= Reading password

= Default unit name

= Prefix (subnet mask bits)

= Pulse time in 20 ms counts.

Instead of the actual password, the unit responds with four
asterisks (***) if a password exists, and it responds with an
empty field (nothing) if no password exists.

Default unit name is a combination of the modelname and
last three pairs of the MAC address (such as
IPL-EXP-PDU4H-00-02-3D).

Subnet 255.255.0.0 is represented as a prefix value

by /16. Default subnet mask bits response for [Ese] CISG
command (on IPv4) = /16.

If parameter is missing or = 0, then pulse length defaults to
25 =500 ms. Maximum = 65535 = 1330 seconds.

= The number of seconds before timeout on IP connections

= Enabled/disabled status
= Host domain name
= Firmware query

Minimum = 1, maximum = 65000,

default = 30 = 300 seconds).

If no data is received during the timeout period, the Ethernet
connection is closed. Each step is 10 seconds. Applicable
to Ethernet only.

0 = disabled, 1 = enabled

* = Firmware and build number: x.yy.zzzz

0 = Detailed version information: <2Q> - <3Q> - < 4Q>
(the series of responses from 2Q-3Q-4Q commands)

1 = Firmware version: <currently running version
(x.yy)> (file system version, which represents the entire
system)

2 = Final stage bootloader (Uboot) version: <x. yy>

3 = Factory base code version: [<factory base code
(x.yy.zzzz-bxxx)>*<kernel version (x.yyLX) -
description - date loaded>]

4 = Updated firmware version: [<updated code version
(x.yy.zzzz-bxxx)>* <kernel version (x.yyLX) -
description - date loaded>]

= NIC (Network Interface Card) number (1-3). If a NIC number is not applicable to the product,

= Text, 1 to 64 characters

= SNMP trap target number

= SNMP trap version for target
= Day of the week

= Time in minutes

the unit returns an E13 error code.

This can be comprised of all human-readable characters
except the double-quote (), single quote (), backslash (\),
grave () and pipe (|) characters. It cannot be a single space.
is a community name when used in the trap target
command).

1-3

2 or 3. Returns @ if target is not set.

1 = Sunday, 2 = Monday, 3 = Tuesday,... 7 = Saturday.

0-1440.0=12:00 AM, 1439 = 11:59 PM,
1440 = clear schedule.

= Power receptacle name (256 characters max).

The default matches the name in the IPL EXP PDU4H
embedded webpage (such as “AC Power Outlet Xi]").

= Aggregate current value, precise to one decimal place (0.1 A)

= Model name

= Model description

= Product part number
= Type of power port

= SPD mode status

For example: IPL EXP PDU4H
“Control System Expansion Interface”
60-1956-0x

1=AC, 2 =DC power ports

Secure Platform Device status:
@ = The device is not in SPD mode.
1 = The device is in SPD mode.
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Command and Response Table for SIS Commands

Command Function SIS Command Response Additional description
(Host to Unit) (Unit to Host)
Manual Control port input state
View the state of the input as x2] (x5}
selected by Manual Control port  Verbose mode 2/3: X2 x5!
Power receptacle control and current sensing
Turn receptacle power on [Esc][x1]*1PC <+ CpnixilePpcl+!
Turn receptacle power off [Esc]Xi]*OPC CpnixilePpco+!
View receptacle power status [Esc]xi] *PC+ xsl«!
Verbose mode 2/3 CpnixilePpcxsl«!
View aggregate current [Esc|31STAT+ X714 This command yields the value of the
Verbose mode 2/3: 31Statxzial«+! total combined current draw of all AC
power output ports, to one decimal place
@.1A).
View circuit breaker state (see [Esc]32STAT+ X15 For [X15], @ = open (triggered),
Circuit breaker on page 15) Verbose mode 2/3: 32Statxise 1 = closed (reset, operating)
Set power-up delay period [Esc]X16]DT <+ PdtXisl+! In the event of power loss and restart, or
(startup time interval) when two or more switched AC ports are
(see Power sequencing on turned on, the outlets are powered on
page 16) sequentially with a configurable delay

between each one. This prevents a power
overload spike or tripped circuit breaker.

NOTE: The startup delay period applies to every switched AC port. For example, if you set the startup delay interval to be 0.5 second, then the
second, third, and fourth ports in the power-up sequence turn on at 8.5 seconds, 1 second, 1.5, and 2 seconds, respectively

View power-up delay [Esc]DT+ X16]

Alarm relay (relay output port) functions
Pulse a relay 1*3*[x63l0 Cpn1eR1y[xsl+!
Toggle a relay 120 CpnleR1ly[xs«+!
Turn a relay on 1*10 CpnleRly 1+
Turn a relay off 100 CpnleR1lyQ+!
View the relay state 10 x5jet
KEY: Ki]=  Power output number 0 = all outputs, 1-4 = outputs 1-4

X2 = Contact closure port number  1-4
(Manual Control port number)

= On or Off status 0 =0ff,1=0n
X1l = Relay port number 1
X151 = Open/closed status 0 = open
1 = closed

X16] = Power-up delay period between ports in @.1 second increments, 1-255 (max.). Default = 10 (1 second)

X63| = Pulse time in 20 ms counts. If parameter is missing or = 0, then pulse length defaults to 25 = 500 ms.
Maximum = 65535 = 1330 seconds.

= Aggregate current value, precise to one decimal place
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Command Function SIS Command Response Additional description

(Host to Unit) (Unit to Host)
Power receptacle scheduling
Set scheduling [Esc] X718 * [x1] * X7 11] * [X5] * X712 S S+
St X778 ] ) e
Example: [Esc]l1*2*5*1*600SS <+ Sst2*1*5*1*600+! For AC power port 2, Thursday turn the
port on at 10:00AM (at 600 minutes).
View scheduling [Esc]x718]*[x1] * X711] *[X5] SS +—
X712
Power receptacle naming
Set the receptacle name [Esc]xi], X713NO*+ Nmo[xi], x713}«! For power output [Xi], set the name to
a character string of your choice, up to
256 characters in length.
Reset the receptacle name to the [Esc][xi], eNO+ Nmo[X1], x713}«!
factory default name
View the receptacle name [EsclXilNO+ X713}«
Mode of operation
Query (view) whether or not the ~ [Esc]MESPD+ X719
unit is in Secure Platform Device  Verbose mode 2/3: EspdMxzigje!
(SPD) mode
KEY: Ki]=  Power output number 0 = all outputs, 1-4 = inputs 1-4

[xs] = On or Off status
= Day of the week
= Time in minutes
= Power receptacle name

= Type of power port
= SPD mode status

0 =0ff,1=0n

1 = Sunday, 2 = Monday, 3 = Tuesday,... 7 = Saturday.

0-1440. 0 = 12:00 AM, 1439 = 11:59 PM, 1440 = clear schedule.

The default matches the name in the IPL EXP PDU4H embedded webpage (such as
“AC Power Outlet X1I"). 256 characters maximum.

1= AC power port

Secure Platform Device status:

0 = The device is not in SPD mode.
1 = The device is in SPD mode.

Unit information queries

View the model name 1I X715 IPL EXP PDU4H
Verbose mode 2/3: Info1*x7151«
View the model description 21 X716] “Control System Expansion Interface”
Verbose mode 2/3: Inf02*X716}«
Example: 2i Control System
Expansion Interface+!
View Extron serial number 191 Serial number<+!
Verbose mode 2/3: Inf19*Serial number<!
View the part number N is the part number of the Extron
Verbose mode 2/3: Pno*[xziz+! expansion interface, 60-XXXX-XX.
Example: N 60-1956-01+ Part number of the IPL EXP PDU4H

KEY: = Model name
= Model description
= Product part number

Example: IPL EXP PDU4H
“Control System Expansion Interface”
XX-Xxxx-xx. For the IPL EXP PDU4H: 60-1956-0x
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Command Function SIS Command Response

(Host to Unit) (Unit to Host)

Additional description

Unit information queries, continued

View firmware version (advanced) [x5671Q

{specific version information}+!

Verbose mode 2/3: Ver x5671*{specific version information}+!
View the firmware version Q X xxed

Verbose mode 2/3:

Ver 01*x.xx<d

View the full firmware version with *Q XXX XXXX* = * = Firmware and build number,

build number Verbose mode 2/3: Bld X.XX.xxxx+ X.yy.zzzz

View the firmware kernel or library **Q XXX XXXXLX+

version Verbose mode 2/3: Lib x.xX.xxxxLX<+d

View detailed version information  @Q <20> - <30> - <40> + Respose is the series of responses from
the 2Q-3Q-4Q commands.

Example: 0Q 2.00-0.25.0002-b001(1.81LX-IPL EXP PDU4H -Wed, 05 Jan 2022

18:11 UTC) -2.00.0002-b001*(1.91LX-IPL EXP PDU4H -Tue, 12 Apr

2022 20:58 UTC)+

View the version of the currently  1Q <currently running version (x.yy)>+!

running firmware

View the bootloader firmware 2Q <final stage bootloader version (x.yy)>+!

version

View the factory base code 3Q <factory base code (x.yy.zzzz-bxxx)>*<kernel version

version (x.yyLX) - description - date Loaded><+

Example: 3q 2.00.0002-b001*(1.91LX-IPL EXP PDU4H -Tue, ©1 March 2022
20:58 UTC)

View the updated firmware 4Q <updated firmware version (x.yy.zzzz-bxxx)>*<kernel

version version (x.yyLX) - description - date loaded>+!

NOTES: For 3Q and 4Q:

An asterisk ‘*’ after version number indicates which version is currently running.
A question mark (?.?7) indicates that only the factory firmware version is loaded.

A caret (*) indicates the firmware version that should be running, but a “Run Factory Boot Code” reset was executed, and the default factory

firmware version is loaded.

An exclamation point (!) indicates corrupted firmware. Example: 1.03*(1.81-GSS 100
Units that have only the factory firmware version installed (those that have never been upgraded) represent the upgrade version number as

2.2

Thu, 21 Jul 2011 22:30:57 GMT) +! ]

KEY:

= Firmware query * = Firmware and build number: x.yy.zzzz

0 = Detailed version information: <2Q> - <3Q> - < 4Q>
(the series of responses from 2Q-3Q-4Q commands)

1 = Firmware version: <currently running version (x.yy)>
(file system version, which represents the entire system)

2 = Final stage bootloader (Uboot) version: <x. yy>

3 = Factory base code version:

[<factory base code (x.yy.zzzz-bxxx)>*<kernel version (x.yyLX) - description -

date Loaded>]

4 = Updated firmware version: [<updated code version (x.yy.zzzz-bxxx)>*
<kernel version (x.yyLX) - description

- date Lloaded>]
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Command Function SIS Command Response Additional description

(Host to Unit) (Unit to Host)
Ethernet data port timeout period

Set the current Ethernet port [Esc] 0* [x69]TC + Ptio* e« Set the number of seconds to wait

connection timeout period without receiving data before the IP
connection times out (the unit closes the
Ethernet connection).

View current Ethernet timeout [EscloTC+

KEY: = The number of seconds before timeout on IP connections: (minimum = 1, maximum = 65000, default = 30 = 300 seconds). If no

data is received during the timeout period, the Ethernet connection is closed. Each step is 10 seconds. Applicable to Ethernet only. The response
is returned with leading zeros.

IP setup commands

Set the name of the unit2* [Escx12/CN<— Ipne [xizl«! Set the name by which this device
will be identified in its embedded web
page and in software.

Set the name of the unit to the [Esc] e CN#— Ipne The name is the model name followed by

factory default name? the last three pairs of the MAC address
(IPL-EXP-PDU4H-XX-XX-XX).

View the unit name [Esc]CN+ Xx12

Set DHCP client on?* [Esc] 1DH<+ Idhi+

Set DHCP client off? [Esc| 0DH <+ Idho+!

View DHCP status [EsclDH+ xa3je!

NOTE: Changing DHCP (IPv4) from on to off resets the IP address, subnet, and gateway address to the factory defaults. Also, if DHCP is on, but
the server does not supply an address, the unit creates a link local address and can also use the factory default IP address.

View MAC address [Esc]x576]CH+ X18
Verbose mode 2/3: Iphe [x576]*Xxi8]«!
KEY: [x12] = Unit name A text string up to 63 characters drawn from the alphabet (A-2), digits (0-9), minus sign or hyphen (-).

No blank or space characters are permitted as part of a name. No distinction is made between
upper and lower case. The first character must be an alpha character. The last character must not
be a minus sign or hyphen.

[x13] = Date and time format For set commands: MM/DD/YY-HH:MM:SS. Example: 01/12/22- 10:54:00.
For read commands: (day of week, date month year HH:MM:SS).
Example: Wed, 22 Jan 2022 10:54:00.

= Hardware (MAC) address 00-05-A6-XX-XX-XX

= Subnet mask XXX . XXX.XXX.XxX. Leading zeros in each of 4 fields are optional in setting values, and are
suppressed in returned values. Default = 255.255.0.0.

= Default unit name The name is a combination of the model name and last three pairs of the MAC address (such as
IPL-EXP-PDU4H-00-02-3D).

= Enabled/disabled status 0 = disabled, 1 = enabled

= NIC (Network Interface Card) number (1-3). If a NIC number is not applicable to the product, the unit returns an E13 error code.
1=LANNIC
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Command Function

SIS Command

Response Additional description

(Host to Unit) (Unit to Host)
IP setup commands, continued
Set IP address'+ 24 [Esc|X1a|C T+ Ipie
View IP address [EsclcT <+ X14
Set IP address/subnet/gateway?*  [Esc]1*[X14l/X577*X14 CISG*+
(IPv4) (preferred method) Cisgel1¥Kia) KE77Kigl+
View IP address/subnet/gateway [Esc]1 CISG+ X577]* x4}« IP address/prefix*gateway
(IPv4)
Set verbose mode [Esclx22cv <+ Vrbxaz+!
View verbose mode [EsclCV+ X2z«
View connection listing [Esc]cC+ {number of connections}+

Verbose mode 2/3:

Icc{number of connections}+!

KEY: = |P subnet, or gateway address

= Subnet mask

[x22] = Verbose response mode

= Host domain name
= Prefix (subnet mask bits)

XXX . XXX.XxX.XxX (Leading zeros are optional.)

XXX . XXX . XXX.XxX. Leading zeros in each of 4 fields are optional in setting values, and are
suppressed in returned values. Default = 255.255.0.0.

0 = Clear/none (default)

1 = Verbose mode is on (enabled)

2 = Verbose mode is off, tagged responses are sent for queries

3 = Verbose mode is on (enabled) and tagged responses are enabled and sent for queries

All port types revert to defaults upon power-cycle or reset (zXXX, zY, and zQQQ). If tagged
responses is enabled, all read commands return the constant string + the data, like setting the
value does.

(Example command: [Esc|CN<+—  Response: IpneXizl«d),

Subnet 255.255.0.0 is represented as a prefix value by /16. Default subnet mask bits response
for [Ese] CISG command (on IPv4) = /16.

Password and security settings

Set administrator password?* [Esc[x33/cA+ Ipas[x3sl+!

Set administrator password to [EscleCA+— Ipae<default The unit ships with the password set to

default value®* password><+! the serial number, but upon reset the
default password is “extron”.

View administrator password?* [EsclcA<

Set user password? [Esclx33lcU<+ Ipue(x3s«+!

Set user password to default [Escle U+ Ipue<default

valug® password><+!

View user password2* [Esclcu«+

NOTE:

A user password cannot be set if no administrator password exists. Attempting to set a user password without an admin password yields
an E14 error response. If an administrator password exists and is reset (remov ed), the user password is also removed.

KEY: [x33] = Password

= Reading password

A string of from @ to 128 human-readable ASCII characters (except the pipe character |).

The password cannot be a single space, and it cannot be empty (nothing). The initial (factory-set)
password is the serial number of the unit. The default after a reset is extron. Passwords are
case-sensitive.

Instead of the actual password, the unit responds with four asterisks (****) if a password exists,
and it responds with an empty field (nothing) if no password exists.
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Command Function SIS Command Response
(Host to Unit) (Unit to Host)

Additional description

SIS-over-SSH, SSL, and SFTP port mapping

Set SIS-over-SSH port map?* [EsclB{port number}PMAP<+

PmapB {port number}<+!

Reset SIS-over-SSH port map?*  [Esc]B 22023 PMAP+— PmapB 22023+
Disable SIS-over-SSH port?* [Esc| B @ PMAP <= PmapB 00000+
View SIS-over-SSH port map®*  [Esc| B PMAP <+ {port number}+!

Set SIS-over-SSH port map? [Esc|B 1*{port number}PMAP <+
PmapB ®1*{port number}<+!

Reset SIS-over-SSH port map?  [Esc|B1*22023 PMAP <+ PmapB ®1*22023+!
Disable SIS-over-SSH port* [Esc]B 1*0 PMAP <+ PmapB ®1*00000+!
View SIS-over-SSH port map®  [Esc|B 1PMAP <+ {port number}+!
Set SSL port map [EsclS{port number}PMAP<+

PmapS {port number}<+!

Set the SIS-over-SSH port to a number of
your choice.

Reset the SIS-over-SSH port to the
default value of 22023.

Set the SIS-over-SSH port number.
Reset the SIS-over-SSH port to the

default value of 22023.

Set the SSL port to a number of your
choice.

Reset SSL port map?* [Esc]S 443 PMAP+ PmapS 443+ Reset the SSL port to the default value
of 443.

Disable SSL port? [Esc]S @ PMAP+ PmapS 00000+

View SSL port map [Esc]S PMAP <+ {port number}+!

Set SSL port map** [Escls 1*{port number}PMAP<+ Set the SSL port number.
PmapS ®1*{port number}<+!

Reset SSL port map* [Esc]S1*443 PMAP <+ PmapS ®1*443+! Reset the SSL port to the default value
of 443.

Disable SSL port? [Esc]S 1*0 PMAP <+ PmapS ®1*00000+

View SSL port map [Esc]S 1*PMAP+ {port number}+!

Echo for SIS-over-SSH (port 22023)

Enable echo [Esc]1 ECHO+ Echol+! Set echo on. Returns the command
entered along with the response. like
PUTTY.

Disable echo [Esc]@ ECHO+ Echoo+! Set echo off. Returns the response only,
like Telnet.

View echo status [Esc] ECHO*+—

NOTES:

is closed.

* The echo setting is for the current connection session only. Enable echo after the connection is established. It remains on until the connection

e The ECHO command returns an E14 error response if the command is sent from a non-SIS-over-SSH host connection.

KEY: = Off oron

0 = Off (disabled) 1 = On (enabled, default)
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Command Function SIS Command Response Additional description

(Host to Unit) (Unit to Host)
SNMP (Simple Network Management Protocol)
Set SNMP unit contact? [Esc] C x581]SNMP+— SnmpC* [x581]«+! Sets unit contact to [x581].
Set SNMP unit contact to [Esc] Coe SNMP <+ SnmpC*NoteSpecified +!
default?*
View SNMP unit contact [Esc] C SNMP <+ View the text of the unit contact.
Default = “Not Specified”.
Set SNMP unit location? [Esc] L X581]SNMP+— SnmpL* [x581]«+! Sets unit location to [X581].
Set SNMP unit location to [Esc] L e SNMP <+ SnmpL*NoteSpecified +!
default?*
View SNMP unit location [Esc] L SNMP+—
Set Community Public string®* [Esc] P[x581]SNMP<+— SnmpP* X581]«! Sets community public string (password)
to [xs81].
Set Community Public to default?®* [Esc]Pe SNMP <+ SnmpP*NoteSpecified
View Community Public [Esc]P SNMP <+ Xx581]« Default = “public”.
Enable SNMP access and traps®  [Es¢| E1 SNMP<+= SnmpE*1 <+
Disable SNMP access and traps?* [Esc] EQ SNMP <+ SnmpE*0+!
View SNMP access setting [Esc] ESNMP <+ [xa3je Default = disabled =0).
Set trap target® [Esc] T X581], [X583]*[x14]*[X584] SNMP <+ Sets target.
SnmpT *[X581], [X583]*[X14]*[x584]«!
Remove trap target* [Esc] T [X583]*@ SNMP <+ SnmpT*,[x583%0.0.0.0%0+! Clears target. (,[X583*0.0.0.0*0 is an

empty setting, which is the default.)
View trap target* [Esc| T[x583] SNMP <+ (x581], [x583]*(x 14]*[x584]«!

KEY: = |IP address, subnet, gateway address
XXX . XXX.XXX. XXX (Leading zeros are optional.)

= Enabled/disabled status 0 = disabled, 1 = enabled

= Text, 1 to 64 characters This can be comprised of all human-readable characters except the double-quote (),
single quote (), backslash (\), grave (') and pipe (|) characters. It cannot be a single
space. is a community name when used in the trap target command).

= SNMP trap target number  1-3

= SNMP trap version for target 2 or 3. Returns @ if target is not set.
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Command Function SIS Command Response Additional description
(Host to Unit) (Unit to Host)

Resets

Reset unit settings [Esclzxxx <+ Zpx+ Reset all settings (except IP settings)
to factory default settings. Excludes IP
settings such as IP address, subnet
mask, unit name, gateway address, and
passwords, and does not remove file
system settings.

Absolute system reset (retain IP)  [Escjzy <= Zpy+ Same as [Esc]ZQQQ except excludes IP
settings such as IP address, subnet
mask, gateway IP address, unit name,
DHCP setting ,and port mapping (Telnet,
Web, direct access) in order to preserve
communication with the device. This
command also erases the user file
system and passwords

Absolute system reset [Esc]lzQQQ+ Zpq+ Master reset. This resets ALL device
settings (including IP address settings)
to default. Does not affect the installed
firmware version.

IP settings and connection reset  [Esc]1ZQQQ <+ Zpql+! Resets only IP settings and restarts
the network connection. The Zpql+!
response is followed by Reconfig+! and
Boot2+! responses.

Reboot commands

Reboot the system?* [Esc]1BOOT +— Boot 1+
Restart the network connection®®  [Esc]2BOOT +— Boot 2«
NOTES:

e Firmware upgrades require the [Esc]1BOOT <+ command to complete.

e Changes made to the IP address, subnet mask, DHCP, or gateway address do not take effect until the [Esc]2BOOT <+ command
is issued, except for changes made via the CISG commands (see page 32), which take place immediately and do not require
a reboot.

Ethernet (network) access commands

Enable network access® [Esc]E1* 1 ETHN+ EthnE1*1+ Network access is enabled by default.
Disable network access? [EsclE1*QETHN < EthnEl*o+
View network access setting [Esc]E1 ETHN<+ xa3]«!

Host name operations command (for finding the IP address of a host name)

Get the IP address by host name  [Ese]V 1 * <name> HNAM <+ <IP address>+!
Verbose mode 2/3: HnamV1* <name> *<IP address>+!

NOTES:
e |f DNS servers cannot resolve the host name, the command returns the IP address as ©.0.0.0.

e |f DNS servers cannot be reached within approximately 3 seconds, the response is E18 (command timed out).
e The named device does not need to be online or contactable in order to find and report the resolved IP address.

KEY: = Enabled/disabled status 0 = disabled, 1 = enabled
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Software-Based
Configuration and
Control

This section of the guide is divided into the following topics:

e Configuration and Control: An Overview

e Basic Setup Steps: a Guide to this Section and Other Resources
¢ Downloading the Software and Getting Started

e Troubleshooting

Configuration and Control: An Overview

An IPL EXP unit must be configured before use in order to recognize and accept
commands and pass them on to the controlled devices. It can be configured and controlled
via a host computer connected to the same network as the control processor (see LAN
(Ethernet) connector and LEDs starting on page 18 for details about LAN port and
cabling to connect the expansion interface to the network, and see Modes of Operation
on page 22).

e Configure the expansion interface by using the Global Configurator software
(GC Professional or GC Plus) (see the Extron website for full system hardware and
software requirements for GC), or program it using Global Scripter.

e The web pages embedded within the expansion interface provide a means to control
the state of the ports as well as view general hardware information of the IPL EXP
(network settings, configured project information, and the like). You cannot configure the
expansion interface via the embedded web pages.
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Basic Setup Steps: a Guide to this Section and Other Resources

| NOTE: GC projects can be created offline and uploaded to the hardware at a later date. |

Follow the steps in Setup Checklist starting on page 7. The overall process for setting
up a control processor using GC is as follows:

Within Global Configurator

(GC Professional or Configure the IP settings See Network
GC Plus mode): of the control processor, Communication Setup
expansion interface, on page 10.

NBP network button panels, and
TouchLink Pro touchpanels.

v

If desired or required, use
Toolbelt or other software to configure
security settings for 802.1X, SSL.
Upload security certificates, private keys.

v

Create a new GC Professional or GC Plus project
and add the control processor to it.

Y

Is
a GUI layout
required?

No Yes

v
Use GUI Designer to create
and save GUI layout designs
as needed.

Or...

Download existing
GUI layouts from identical
touchpanels.

Configure ports on the
control processor.

v

Create monitors, schedules, timers,
macros, and local variables.

v

Add IPL EXP expansion interfaces, touchpanels, other
interfaces, or button panels (if used) to the project.

v

Import GUI layouts and configure the
touchpanels or other interfaces.

v

Save the project.

!

Build and upload the configuration to
the control processor.

v

Test the system, make adjustments,
finalize configuration.

Figure 11. Overall Configuration Steps
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Downloading the Software and Getting Started

GC software updates, GS, and Toolbelt can be downloaded from the Download page on
the Extron website (www.extron.com/download/index.aspx). \When you locate the
desired software, follow the on-screen directions to download and install it.

Locating Software and Firmware on the Extron Website
There are three main ways to find software and firmware within www.extron.com:
e Via links from the web page for the specific product

¢ Via the Download Center page (Click on the Download tab at the top of any page
within the Extron website.)

e Vialinks from search results

NOTE: For some software you have the option to click the Download button to begin
downloading the software file. For other software there is a link for contacting an
Extron support representative who can provide you access to the latest version.

To obtain Extron control product software, you must have an Extron Insider account
and contact an Extron support representative. Extron provides training to our
customers on how to use the software. For Global Configurator Professional, you
must first attend Extron training, pass a proficiency test, and achieve Extron Control
Professional Certification before being able to access all the features of that program.

Via links from the web page for the specific product

1. Navigate to the web page for the specific product model by performing one of the
following:

e Enter the model name into the search field in the upper right of any Extron web
page and click the magnifying glass icon.
Or..

e Select the model name from the Product Shortcuts drop-down list in the upper
left of the Extron home page or Products page.

2. Click the Downloads tab in the middle of the product page. A list of available software,
firmware, and documents for that model appears on screen.

3. Click on the name of the desired software or firmware to start downloading the file.

Via the Download Center page

1. Click on the Download tab at the top of any page within the Extron website to access
the Download page.

2. Click on the link for the desired software product category (such as Global Configurator
Professional, firmware, or control system device drivers) in the center of the screen. A
page opens that allows you to make more specific selections from within that category.

3. For software, click on the link for the specific software that you need. A software
product page opens that provides a description of the software package, a list of
system requirements, a list of features, and access to the release notes, in addition to a
download link.

4. For some software you can click the Download or Download Now button to begin
downloading the software file. For other software there is a link for contacting an Extron
support representative who can provide you access to the latest version.
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Via links from search results

1.

Type the specific name of the software package (such as Global Configurator or
GUI Designer) into the Search field in the upper right of the Extron web page and click
the magnifying glass icon. A search results page appears.

Click on the name of the software package. A software product page opens that
provides a description of the software package, a list of system requirements, a list of
features, and access to the release notes, in addition to a download link.

For some software you can click the Download or Download Now button to begin
downloading the software file. For other software there may be a link for contacting an
Extron support representative who can provide you access to the latest version.

Things to Do After Installing GC and Before Starting a Project

Read the Global Configurator Help File, included with the software, for details and step-
by-step procedures on how to start a GC Professional or GC Plus project and perform
basic setup tasks for a control processor. The help file provides a wealth of information
on settings and how to use the software. It includes examples of how to use the
features of GC and step by step instructions for typical configuration tasks.

Obtain network addresses and related information from your network administrator.

Set up the IP address for the IPL EXP. See Network Communication Setup on

page 10 for an overview of how to set up the network properties of the unit. For

details, see the GC help file or Toolbelt help file. The help files contain instructions on
how to set the IP address, gateway IP address, subnet mask, mail server IP address,
domain name, web port, SMTP username, and SMTP password so that the EXP is able
to communicate with the network.

Using GC: Helpful Tips

Resources and notes

The IPL EXP PDU4H Setup Guide is shipped with the unit. It includes a quick reference
to the front and rear panel features, and covers basic hardware installation.

See Front Panel Features on page 11 and Cabling, Addressing, Features, and
Connections on page 14 in this guide for features and settings for the ports you are
configuring.

If you plan to configure the EXP at the installation site, Extron recommends downloading
drivers for all the devices in the installation before you go out to the site.

The Global Configurator project file (*.gcpro or *.gcplus) contains configuration settings
and it can be saved to a directory or folder for backup or for installation on another
expansion interface. Saving a configuration is recommended before you perform a
firmware upgrade.

IP address, subnet mask, and gateway address are required during network setup of
the control processor.
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Troubleshooting

The unit (host) name is any name (for example, Room730-IPLEXPPDU4H or ConfRmSyst)
that you want to use to label a specific EXP unit. The default is a combination of the
product name and part of the hardware (MAC) address. This can be changed to your
choice of alphanumeric characters and hyphens (-). The following rules apply:

e Spaces are not permitted within the name of a unit or at the start or the end of a
name.

e Underscores (_) are not permitted.
e Valid characters are A-Z, a-z, 0-9, and - (hyphen).
e The unit does not distinguish between upper and lower case letters.

e The name cannot start with a number or a hyphen, and it cannot end with a
hyphen.

e Maximum name length is 63 characters.

Turn on the input devices (DVD players, Blu-ray players, PCs, and other sources), output
devices (display screens, projectors), the control processor, and the PC and touchpanel or
eBUS button panels. Touch a configured button on the touchpanel or eBUS button panel.

If an input or output AV device cannot be remotely controlled (does not respond as
expected), check the following:

Power Connections and Circuit Breaker
Data Connections

Power Connections and Circuit Breaker

Ensure that all devices are plugged in.

Make sure that each device is receiving power. The IPL EXP PDU4H front panel power
LED lights if the unit is receiving power.

For the AC power output ports, verify that the unit is not in the overload state and the
circuit breaker has not been tripped. View the red Breaker LED on the front panel. If

it is lit the breaker has been tripped. The unit reports the state as Tripped instead of
Closed. If aload is connected to the ports, and GC software or the IPL EXP embedded
web page show the current as zero, the breaker has been tripped. To restore these
ports to normal function, do the following:

1. Correct the hardware cause of the overload. Disconnect all of the devices from the
IPL EXP power output ports.

2. Press the circuit breaker button to reset the circuit breaker. The unit waits a moment
and rechecks the ports.

NOTE: AC output power remains off until the circuit breaker is reset, unless the
Manual Control contact closure port is closed (On).

3. If the total (aggregate) current is within safe limits, connect the devices to the
IPL EXP and turn them on (either one-by-one or all of them at once).

e [f current levels are safe, the unit continues normal operation. The current
reading in Global Configurator or the embedded web page changes from 0 A to
show the new amount of current being drawn from the outputs.

e [f the aggregate current is outside safe limits (it exceeds the maximum
threshold), the circuit breaker trips again, and the AC output ports remain off
until the breaker is reset (after the overload is corrected).

a. Repeat step 1 (disconnect all devices from the power ports) and step 2
(reset the circuit breaker).
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b. Connect devices one at a time, allowing the IPL EXP to check current levels
between each device. If connecting any device causes the circuit breaker
to trip, disconnect that device and do not reconnect it.

c. Reset the circuit breaker, then turn on the remaining connected devices.
Normal operation should resume.

Data Connections

1.

Check the cabling connections and make adjustments as needed. The Link LEDs on
the IPL EXP, the IPCP Pro xi, and on the touchpanel, network button panel, or PC
should be lit green steadlily if a network connection is detected. If these LEDs are not lit,
either the cable is faulty or not plugged in, or the wrong type of cable is being used (see
LAN (Ethernet) connector and LEDs on page 18).

Try to “ping” the unit by entering the following at the command prompt on the PC when
the DHCP server is disabled (default):

ping 192.168.254.250
Or ping the IP or web address provided to you by your system administrator.
If you get no response:

e Make sure your unit is using the appropriate subnet mask (check with your system
administrator).

e Make sure your PC and network do not have a software firewall program that might
block the IP address of the EXP unit.

If contact is established with the unit, but the IPL EXP web pages cannot be accessed
by your browser program, verify (via an Internet network options or preferences menu)
that your browser is configured for direct network connection and is not set up to use a
proxy server.

If you are still experiencing problems, call the Extron Sales & Technical Support Hotline
or the Extron S3 Control Systems Support Hotline (1.800.633.9877).
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Reference Information

This section of the guide includes the following reference items:

e Network Port Requirements and Licensed Third-Party Software

¢ File Types: a Key to Extron-specific File Names

e Secure Sockets Layer (SSL) Certificates

¢ |EEE 802.1X Certificates

e SNMP

To read product specifications, visit the IPL EXP product pages at www.extron.com.

Network Port Requirements and Licensed Third-Party Software

Network administrators may find it useful to know which ports, protocols, and services are
used by the IP Link Pro control processors, IPL EXP expansion interface, TouchLink Pro
Touchpanels, Global Configurator Plus and Professional software, Toolbelt, and Extron
Control (for IP Link Pro xi control systems). A list of protocols used for inbound and
outbound communication for each type of device or software is available in the

Pro Series Control Product Network Ports and Licenses Guide, part 68-2961-01, available
at www.extron.com.

The control processors use various licensed third-party software packages during
operation. To view details about third-party packages and associated licensing, click the
License Information button in the internal web pages of the expansion interface, control
processor. A License Information window opens. To view a copy of a listed package
license, in the License Information window, click the link in the License column for the
relevant package. This opens a copy of the package license in a separate window. A list

of licenses is also available in the Pro Series Control Product Network Ports and Licenses
Guide at www.extron.com.

File Types: a Key to Extron-specific File Names

A basic understanding of the types of files used by the expansion interfaces is helpful in
order to decide what (if anything) to do with them.

e _eff — This is an Extron firmware update file (see the Firmware Updates section
starting on page 46 for details on firmware updates).

e _eir — These are IR driver files containing infrared commands. There is a separate .eir
file for each device the IPCP and IPL EXP controls via infrared communication. This is
also the type of file created during IR learning. Via Global Configurator, these files can be
imported and associated with one of the IR ports on a control processor.

e _ell — Thisis a LinkLicense file. It appears in systems that use a LinkLicense for using a
third-party device as a control interface instead of an Extron TouchLink Pro touchpanel.

e .gcplus — This is a Global Configurator Plus configuration file.
e .gcpro — This is a Global Configurator Professional configuration file.

e .gdl — This is a GUI Designer layout created for TouchLink Pro touchpanel or
third-party touch interface.

.glta — This is a GUI layout template.

.gs — This is a Global Scripter project file.
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Secure Sockets Layer (SSL) Certificates

Extron control processors and expansion interfaces ship with factory-installed SSL
certificates created by Extron. If you want or are required to use a different SSL certificate at
your installation site, then you can use system uitilities in the Toolbelt software to change the
SSL certificate at any time. The Toolbelt Help File provides instructions on how to apply an
SSL certificate to a control processor.

NOTES:
e You must run Toolbelt as an administrator.

e Some certificates require a passphrase that is created when the certificate is
created. If a passphrase is required, you must enter that passphrase before
uploading and applying the certificate.

Control system expansion interfaces and controllers support standard OpenSSL certificate
encodings such as .pem (Privacy-enhanced Electronic Mail) and .der (Distinguished
Encoding Rules) file types. PEM file types are ASCII encoded and are the required format for
uploading to the control processor. DER file types are binary encoded and can typically have
several file extension variations, such as .crt and .cer. There are many standard tools that
can convert from DER to PEM file encodings if needed.

NOTE: A DER format file must be converted to PEM encoding before uploading it to the
control processor.

To properly create the certificate for uploading to Extron expansion interfaces and control
processors, ensure that the certificate file meets the following requirements:

e Contains X.509 certificate information
e Contains public and private keys
e Uses PEM encoding

NOTE: [TU-T standard X.509 covers aspects of public key encryption, digital
cryptography, certificates, and validation.

Contact your IT administrator for more information on what tools and policies are required to
obtain or create the SSL certificate and, if necessary, the corresponding passphrase.

IEEE 802.1X Certificates

IEEE 802.1X is a standard that enables port-based network access control via an
authentication server. The protocol requires that all devices must be authenticated before
gaining privileges to access the secure part of the network.
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The Extron implementation of 802.1X supports PEAP - MSCHAPV2 and EAP - TLS
methods of authentication. This section of the guide details the requirements for any
certificate file (machine or CA) and the private key file (for the machine certificate) to be
used in the system.

Extron provides resources for learning about 802.1X implementation:

e The Extron 802.1X Technology Reference Guide, available from www.extron.com, is
the primary resource for background information, system planning, topology, and how
to set up these systems.

e The Toolbelt Help file provides detailed step-by-step information on using the software
to set up 802.1X for IP Link Pro control systems and on troubleshooting.

e The 802.1X Primer white paper, also available from www.extron.com, provides a
general overview of the protocol and its use within a control system.

NOTES:
e You must run Toolbelt as an administrator.

e Machine certificates require a private key file, which can be encrypted.

Certificate File Requirements

PEM (Privacy-enhanced Electronic Mail) file types are ASCIl encoded, and they are the
required format for 802.1X authentication for the control processors. DER (Distinguished
Encoding Rules) file types are binary encoded and can typically have several file extension
variations, such as .crt and .cer.

NOTE: DER encoded files (files with .der, .crt, or .cer extensions that are encoded in
DER binary format) must be converted to a PEM encoded file type (.pem) before being
used for authentication.

DER encoded certificates must be converted to PEM encoding using a third-party tool.
Contact your IT administrator for more information on required tools.

To create the 802.1X security certificate for uploading to Extron control processors, ensure
that the certificate file meets the following requirements:

e |t contains X.509 certificate information.
e |t contains a private key (for machine certificates only).
e |tis PEM encoded.
e |t has a file extension that is .crt or .pem
e |ts file name consists of the following types of valid characters:
e Alphanumerical (A-Z, a-z, 0-9) characters
e Some special characters (colon [ : ], underscore [ _ ], and hyphen [ - ])

NOTE: Spaces are not permitted anywhere in the name.

Private Key File Requirements

Private key files are required only when employing machine certificates. Follow these
requirements for creating a private key:
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SNMP

e |[ts file name consists of the following types of valid characters:

e Alphanumerical (A-Z, a-z, 0-9) characters

e Some special characters (colon [ : ], underscore [ _ ], and hyphen [ - ])
e |t has afile extension that is .key or .pem.

e |t can have optional encryption (via password or passphrase).

Extron control products support Simple Network Management Protocol (SNMP). SNMP
facilitates the exchange of basic network management information between network
devices. It helps in monitoring of operations and factors such as packet usage, memory
usage, remote password resets, and collection of error information. An information
technology administrator can use common IT tools to monitor those factors, as well as look
up device location and the name of the contact person for the device.

The SNMP controls within Toolbelt provide a way to enable or disable SNMP. It also allows
you to specify related information such as the name of a contact person, the physical
location of the unit, and a community name. The text that is specified in these fields is seen
by the network community when the unit is queried.

Extron control products support the following security levels:
e Management Information Base 2 (MIB-II)
e  SNMPv2c
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Firmware Updates

If the need arises, you can replace the IPL EXP firmware. This section covers the following
firmware-related topics:

e Determining the Firmware Version
e Updating the Firmware

Determining the Firmware Version
There are several ways to check which firmware version the control processor is using:
e View the device information in Toolbelt.
e View the general status information section of the IPL EXP embedded web page.

Before using either method, connect the expansion interface and the PC to the same
network. For details see the Hardware Features and Installation section starting
on page 7, the Software-Based Configuration and Control section starting on
page 36, and the IPL EXP PDU4H Setup Guide.

Using Toolbelt Software
1. Open the Toolbelt software.

2. Either add the desired expansion interface manually or start device discovery and select
the desired IPL EXP from the list of discovered devices.

3. Click Manage in the row for the desired IPL EXP and view the device information that
appears in that section.

Using a Browser
The IPL EXP comes with a factory default embedded web page.
1. Start a browser program.

2. Enter the IP address of the IPL EXP into the address field of the browser and log on to
the internal web page.

3. Look for the version within one of the information panes.
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Updating the Firmware
Firmware upgrade tools require the PC and the control processor to both be connected to
an Ethernet network. The instructions for updating the IPL EXP firmware assume you have
installed the appropriate software on your PC first.

NOTES:

¢ You should save the existing system configuration to a file (see the Global
Configurator Help File for instructions) before replacing the firmware. If the file is
saved, the configuration can be restored to the control system later using GC.

e Check the Extron website for firmware-related documents, instructions, patch
files, and new firmware files before loading new firmware into the control
processor. We recommend that you read the firmware release notes (available from
www.extron.com) before beginning the firmware update.

Locating and Downloading the Firmware

1. Visit the Extron website to find the latest firmware file for the IPL EXP. The easiest way to
locate files is through the Downloads tab on the web page for the specific model.

2. Download the executable installer file (*. exe) from the website and run the installer
program. The program stores the firmware file on the PC in C:\Program Files
(x86)\Extron\Firmware or C:\Program Files\Extron\Firmware within a folder
specific to that version.

3. Write down the firmware filename and location for later use. The filename ends in .eff
such as 49-###-50-x. xx.xxxx-yyyy .eff, where x. xx. xxxx is the version number.

NOTE: The firmware update file must have a filename extension of . eff. If the file
does not have that extension, it does not work properly.

Installing Firmware
Firmware can be replaced by using one of the following:
e  Global Configurator (using the Update Firmware link to Toolbelt)
e Toolbelt

These methods allow you to browse to find and select the appropriate . eff file on your PC
and then click an Upload button to initiate the firmware upload to the IPL EXP.

NOTE: Toolbelt allows you to update multiple devices with the same firmware version
simultaneously.

Allow at least a couple minutes for the firmware to finish uploading. At the end of the upload
process, the unit partially reboots and loses its connection to the PC. Therefore, to continue
using the web page or Toolbelt you need to refresh the web page or reconnect via Toolbelt
after the firmware update.
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Extron Warranty

Extron warrants this product against defects in materials and workmanship for a period of three years from the date
of purchase. In the event of malfunction during the warranty period attributable directly to faulty workmanship and/
or materials, Extron will, at its option, repair or replace said products or components, to whatever extent it shall

deem necessary to restore said product to proper operating condition, provided that it is returned within the warranty
period, with proof of purchase and description of malfunction to:

USA, Canada, South America, Asia: Japan:

and Central America: Extron Asia Pte Ltd Extron, Japan

Extron 135 Joo Seng Road, #04-01 Kyodo Building, 16 Ichibancho

1230 South Lewis Street PM Industrial Bldg. Chiyoda-ku, Tokyo 102-0082

Anaheim, CA 92805 Singapore 368363 Japan

U.S.A. Singapore

Europe: China: Middle East:

Extron Europe Extron China Extron Middle East

Hanzeboulevard 10 686 Ronghua Road Dubai Airport Free Zone

3825 PH Amersfoort Songjiang District F13, PO Box 293666

The Netherlands Shanghai 201611 United Arab Emirates, Dubai
China

Africa:

Extron South Africa

3rd Floor, South Tower

160 Jan Smuts Avenue
Rosebank 2196, South Africa

This Limited Warranty does not apply if the fault has been caused by misuse, improper handling care, electrical
or mechanical abuse, abnormal operating conditions, or if modifications were made to the product that were not
authorized by Extron.

NOTE: If a product is defective, please call Extron and ask for an Application Engineer to receive an RA (Return
Authorization) number. This will begin the repair process.

USA: 714.491.1500 or 800.633.9876 Asia: 65.6383.4400
Europe:  31.33.453.4040 or 800.3987.6673 Japan: 81.3.35611.7655
Africa: 27.11.447.6162 Middle East:  971.4.299.1800

Units must be returned insured, with shipping charges prepaid. If not insured, you assume the risk of loss or damage
during shipment. Returned units must include the serial number and a description of the problem, as well as the
name of the person to contact in case there are any questions.

Extron makes no further warranties either expressed or implied with respect to the product and its quality,
performance, merchantability, or fitness for any particular use. In no event will Extron be liable for direct, indirect, or
consequential damages resulting from any defect in this product even if Extron has been advised of such damage.

Please note that laws vary from state to state and country to country, and that some provisions of this warranty may
not apply to you.

Worldwide Headquarters: Extron USA West, 1025 E. Ball Road, Anaheim, CA 92805, 800.633.9876
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